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Overview

Popular Card Manager is a powerful credit card administration tool, which allows companies and program
administrators of commercial and business card accounts to manage their cardholder accounts. It allows financial
institution administrators and company administrators to do the following:

> Search and view the company hierarchy and detailed information about each level of the hierarchy, including
administrative information, balances, and processing options.

» Search and view the accounts that are related to each level of a company hierarchy, and view detailed

information about the accounts such as, balances, transactions, and statements.

Search for transaction activity within a company hierarchy and view the details of those transactions.

Submit service requests to request updates of a company or cardholder level option.

Send online messages to other administrators and cardholders.

Make payments to the central billing account or individual cardholder accounts.

YV VYV

Basic Hierarchal Structure

A basic hierarchy consists of a company and up to five sublevels. The hierarchal sublevels identify the various levels of
the organization such as subsidiaries, division, departments, and so on. Each level, company or sub-level, is a
separate physical record in the commercial card processing system.

ABC Company
(Sublevel 1)

SEIE Purchasing Sales

(Sublevel 2) (Sublevel 2) (Sublevel 2)

Application
Development
(Sublevel 3)

United States Mexico
(Sublevel 3) (Sublevel 3)

Data Center PC Support
(Sublevel 3) (Sublevel 3)

\2 \

Eastern Western
(Sublevel 4) (Sublevel 4)
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Getting Started in Popular Card Manager

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Setting up your password and security account

Upon your first login to the Popular Card Manager site, users are required to change their password and create a
Security Account. After you log in for the first time and change your password, you must set up your security
questions and answers. The system prompts you in a few steps to set this up.

To log into Popular Card Manager, perform the following steps:

1. From the Popular Card Manager landing page, enter your Username.

1 Popular Bank I English ~
1 PoPULAR.

CARD MANAGER peermame

Get better control over your
daily cash flow with Popular
Treasury Management solutions.

2. As you begin typing your Username, the Password field displays. Enter your temporary Password and click
Login.

a

G Password ®

Forgot Password?

Note:  The Additional Security window is displayed if it is determined that the risk score is high or the computer from which
the site is being accessed is not pre-selected as a private computer.

3. Once you enter your Username and Password, the Change Password window will be displayed. Enter your
Current Password, New Password and click Submit.

Change Password ~

Current Password: °©
New Password New Passwor °©

Password Strength

Verify Password: Verify Passw °

concel

4. A pop-up will be displayed telling you that you have successfully changed your password. Click OK.
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5. After you change your password, the RSA Enrollment page is displayed for you to set up your security questions.
Answer the questions and if you are using a personal device, click the Personal Device box. Click Submit.

RSA Enrollment

Security Question What is the first musical instrument you learned to play?

Your Answer ®
Security Question 2 What is your favorite vacation destination?

Your Answer ®
Security Question 3 Where were you on New Year's In 20007

Your Answer ®
Security Question 4

Your Answer ®

6. A pop-up will be displayed telling you that you have successfully enrolled in RSA. Click OK. Your default landing
page will be displayed.

IMPORTANT!

= If the admin user registers a computer/device, the system recognizes that admin user, and are less likely to be challenged
during future logins. It is important that public devices are not registered. If someone tries to use that device to log into the
admin’s account, the system challenges them by going through the Out of Band authentication process. Refer to the topic
Out of Band Authentication in this chapter for more information.

Login Authentication (RSA)

Each time a user logs into Popular Card Manager, login authentication is performed. If the system detects a difference,
the user is challenged using Out of Band authentication. The following are examples of when the user is challenged:

» The user logs in to Popular Card Manager from a device other than the one where security questions were
originally setup and answered (for example, the user logs in from a laptop but originally set up their account
from a desktop).

> The user did not register their computer or other device when they previously logged in from it.

The user logs in from an IP address that has had known fraud occur.

> The geographic locations of consecutive logins are different, for example, the user logged in from Florida and
then logged in from California five minutes later.

» The login was not consistent with the user’s login behavior.

v
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Out of Band Authentication

Out of Band Authentication is a form of authentication that sends a one-time security code to the user by way of a
phone call, text or email. Out of band authentication is required when the user fails login authentication.

Additional Security For Your Protection

Select your code delivery method

N Email

Registered EmailXXrazo@popularcom
Registered Phones
2 (XXX) XXX XXXX

Cancel

The security code can be generated by one of the following options:
» Email — The security code will be sent to your registered email address.
» Text — The security code will be sent via a text message to your registered mobile number.
» Phone — The security code will be delivered via a phone call to your registered phone number.

Email and Text Option

1. Click on the option that you prefer — Email or Text.

Additional Security For Your Protection

Select your code delivery method

Registered EmailXXrazo@popular.com
Registered Phones
O (XXX) XXX~ XXXX

Cancel

2. The security code will be sent to you via the chosen method and the Security Code window will be displayed.

Enter the Security Code that was sent to you via email or text. If you are on a private computer, check the “This
is a private computer. Please register it.” box and click Continue.

Security Code

Enter Your Security Code

Enter Security Code

This is a private computer. Please register it.

continue

3. Your default landing page will be displayed.
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Phone Option

Note: Registered phone numbers with extensions or where an IVR must be navigated cannot use this option.
1. Click the Phone option.

Additional Security For Your Protection

Select your code delivery method

¥ Email

Registered EmailXXrazo@popularcom

Registered Phones
O (XXX) XXX XXXX

Cancel

2. The security code will be displayed. An automated call is generated to the phone number registered for your
account in Popular Card Manager. When the call is received, press the hash/pound key (#) followed by the
security code that is displayed on the application window. The security code is verified and the Continue option is
enabled.

Security Code

Security Code Phone : 635320

Call in Progress

¥ This is a private computer. Please register it.

Cancel Continue

3. If you are on a private computer, check the “This a private computer. Please register it.” box and click
Continue.

Security Code

Security Code Phone : 635320

Call in Progress

[ @ This is a private computer. Please register it.]

4. You will be directed to your default landing page.
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Logging In
To log into Popular Card Manager, perform the following steps:

1. From the Popular Card Manager landing page, enter your Username. As you begin typing your Username, the
Password field displays. Enter your Password and click Login.

1 Popular Bank I English ~
) pOoPULAR. ———
CARD MANAGER
°

Forgot Password?

Get better control over your
daily cash flow with Popular
Treasury Management solutions.

Note: The Additional Security window is displayed if it is determined that the risk score is high or the computer from
which the site is being accessed is not pre-selected as a private computer.

2. You default landing page is displayed.

NOTE: The default landing page is determined by the user’'s Admin Profile and is set up during the implementation process.

Forgot Password

The Forgot Password feature allows users to gain access to their account by following a series of steps. If you forget
your password, perform the following steps to reset it:

1. Click Forgot Password?
B

B Password ®

Forgot Password?

2. The Confirm Your Identity window will be displayed. Enter the Security Answer and click Continue. The
temporary password will be sent to the e-mail address registered to the account in Popular Card Manager.

Confirm Your Identity

Answer the following Security Question to confirm your identity. Your answer must match
precisely. When finished, select Continue.

Username: El
Security Question: What was your favorite place to visit as a child?

Security Answer:

Cancel

3.  Once you receive the email with your temporary password, go back to the Popular Card Manager login page.
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Enter your Username. As you begin typing your Username, the Password field displays. Enter your Password
and click Login.

1 Popular Bank I English ~
1 PoPULAR.

CARD MANAGER

Forgot Password?

Get better control over your
daily cash flow with Popular
Treasury Management solutions.

4. You will then be prompted to change your password. Enter the temporary password in the Current Password field
and then type your new password in the New Password and Confirm New Password fields. Click Submit.

Change Password ~

Current Password: (o4
New Password: New Passwor ®

Password Strength

Verify Password: Verify Passwi @

—

Forgot password and not enrolled in a security account

If a new user attempts to use the Forgot Password feature, but has not established their security account, a
message appears on the Enter Your Password screen advising that this feature is not available because their
security account has not been set up. The user must contact their security administrator for assistance.

Managing Your Password

If you forget your password, and the forgot-password option is not available to you, please contact your system
administrator to issue you a temporary password. Once you enter your temporary password, you will be prompted to
update your temporary password with a permanent password.

If you want to change your password, the Change Password feature is available in Popular Card Manager. An Admin
user who is logged into Popular Card Manager can self-manage by selecting Change Password.

] POPULAR.

CARD AMMANACER B3 My Links ¥ V -
o T T/ Inbox
/ﬁ{ Home @ Sign out [
Good Morning, V Print
H You last logged in on 10/21/2020 at 01:57:46 AM
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General Navigation
IMPORTANT!

=>» Depending on your security rights, you may or may not see all the options shown in this guide.
Home Page Overview

[ roPuLAR.

CARD MANAGER

B3 My Links | v -

/ﬁ‘ Home @ English ¥
Home
Good Morning, V
E You ast logged in on 10/21/2020 at 015746 AM
Company
Management
Company Snapshot ~
a-a [TEST cOMPANY v v
Admin Company Balance: $0.00 Company Balance: $0.00
Management
Outstanding Authorizations: $0.00 Outstanding Authorizations: $0.00
Company Past Due: $0.00 Company Past Due: $0.00
L)
4
Data Analytics

& B @ e

Declined Transactions

No Record Exists

There are no urgent items to be acted

The table below describes the elements of the Home page:

Element
Side Navigation Bar

Description
Link to the modules within Popular Card Manager that you have access to.

Based on the financial institution’s setup, additional languages are available. To change the language,

Language Option select from the drop-down list.

There are two quick link options on the home page:
Links = A drop-down list at the top of the page

= A Quick Links section in the middle of the page.
Company Snapshot Provides a snapshot of company’s financial status.

Urgent Items

Provides information related to items that require immediate attention

Declined Transactions

Provides information related to Declined Transactions related to the company.
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A Important Information

A
You have O unread notification
¥ New Messages ~
You have O unread notification
= To-Do List

A

You have O Incomplete task

Element Description

Alerts / Important . . . . . . . . .
Information The Alert icon on the right side of the home page displays important information that requires action.
Messages The Message icon on the right side of the home page displays if you have any unread Messages.
To-Do List Provides the user with the ability to create a list of tasks to be completed.

Important Information

Provides the user with a snap shot of important items.

A Important Information

A
You have O unread notification
A Message Subject 542 PM
A Message Subject 537 PM

A Message Subject 1048 AM

New Messages

Shows new messages that have been received. Click the View link to view the message or click Ignore to move
to the next message. Any message marked as Urgent will appear in red.

¥ New Messages

A
You have 0O unread notification
Message Subject 542 PM
Message Subject 537 PM
Message Subject 1048 AM
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To-Do List

The To-Do List provides users with the ability to prioritize a list of tasks that needs to be completed. The Admin
user can define the list of items in this section.

i= To-Do List

You have 2 Incomplete task

O To do test

O Todo test 2

Accessing Pages Within Popular Card Manager

The left-hand side menu is used to navigate to various functionalities within the site. The icons that you see in the
menu are based on your security rights. Click on an icon and a list of sub-menu icons display allowing you to navigate
to pages to perform different functions.

Company E
Management

Search
Company
ot [ ]
Admin ab
Management
Search
Cardholder

& (o]
Data Analytics
Expense
Management

Site Help

Help is available within the site. When you see the information icon in a section header, click the icon and the
help section will be displayed.

Expense Managemen

Below is an example of the site help:

Use the quick action menu to
[setup icon] Setup or [Manage
icon] Manage, Expense
Management settings

Done + Back
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My Links

The My Links link located at the top of each page allows you to add a link to the pages that you use most. Go to
the page that you want to add and then click the + icon next to My Links. You can delete a page by clicking the
Delete icon next to that page in the list.

y Links ¥
CM - Search Cardholde

Expense Management @

Section Headers

Clicking the up icon on the right side in a header field minimized that list of items.

Urgent Items

Search Filters

On each of the search pages there is a Manage Filters button. You can determine the fields that you would like
to see on each page clicking the Manage Filters button and selecting your search preferences for that page.
The search options will vary based on the type of search.

Manage Filters »

Company ID
Company Name

Status

Downloading Lists

Some lists within Popular Card Manager can be downloaded. You can download the search results to the
following formats:

» Excel/Spreadsheet (.csv) format

» Excel

» Text (tab spacing) format

To download search results, perform the following steps:
1. Click the Export icon.

3
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2. The export options will be displayed. Click the format option that you want and save the file to a specified location
on your computer.

[on =7 [Zr “"’

Note:  Selecting All Columns will download all available columns. Selecting Configured Columns will only download the
columns that you have selected in the view.

Configure Columns

The columns of some search result lists within Popular Card Manager can be configured to show the information that
you prefer for that search page.

To change the columns that are displayed in a results list, perform the following steps:

1. Click the Configure Columns icon.

2. Select the columns that you would like displayed by checking the box next to the item in the drop-down list.

uCorporation

@ ccount Number
Employee ID
@cardholder

@status
Note: The maximum number of columns that can be displayed is 8.

Updating Columns Within a List

The update icon D’next to a field allows you to update the information from that screen.

Company Home Page

The Company Home Page provides insight to high-level information. From the home page, Admins can:

o,
o

View financial details

Access available features

Access transactions

View items that require immediate attention

o,
o

o,
o

o,
o

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Page | 16

© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.

© 2020 Popular Bank. Member FDIC.



Admin User Guide

M POPULAR.

Company Snapshot

The company snapshot provides a high-level view of the financial details.

4
4
4
4
4
4
4
>

Company Snapshot

Company Available Balance
Outstanding Authorizations
Company Amount Due
Company Due date

Cash Limit

Available Cash

Credit Limit

Available Credit

TEST COMPANY v v
Company Balance: $0.00 Company Balance: $0.00

Outstanding Authorizations: $0.00 Outstanding Authorizations: $0.00

Company Past Due: $0.00 Company Past Due: $0.00

Home Page Quick Links

The Quick Links that are available based on your security access are:

SSO to VISA

Make a payment

Reports

Online Request

Account Overview

Manage Admins

My Alerts

Manage Expense reports
Expense Management Setup
Bulk Management

YV VVVYVYVYVYVYYVYVYY

Urgent Items

The top ten urgent items will appear in the Urgent Items section. The priority of the urgent items is:

» Past Due: If an account is past due and you have security rights to make a payment, a link will be displayed to

make a payment.

» Account Over Limit: If an account is over the credit limit and you have security rights to change the credit limit,

a link will be displayed to make a credit limit change.

> Online Requests Pending Approval: These items would only appear if you have approval rights.

'V

Card Activation: These items would only appear if you have approval rights.

» Payment Due in 5 Days: A payment due item appears five days before the payment is due.

Urgent Items -
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Declined Transactions

This section provides a list of transactions that were declined within the last 24 hours. Users can view up to ten
declined transactions within this section. The More link will redirect you to the declined transactions page.

Declined Transactions ~

Company Management

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Company Search

The Company Search page allows admins to search for a specific company. This feature can also be useful in
locating specific cardholder accounts within a company.

Note: This feature is only available to administrative users with the proper security access rights to this information.
To search for a company, perform the following steps:

1. Click the Company Management icon and then click Search Company.

Company E

Management
Search
Company

2. The Company Search screen is displayed. Enter the search criteria and click Search. The Company Search

Results page is displayed.

Search Company English ~

n Company Id E Company Name u Select Status v
l Manage Filters ~

Company Search Results

showing [10 v| Companies
Corporation » Company + Company Name ~ Status Actions

0004 Test Open osaoa

88002H 0010 Test Open [ ] 008
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Note: All the companies that you have access to will appear in the Company Search Results section. You will only
need to search for the company if you want to limit the number of companies displayed in the results.

The table below describes the elements of the Company Search page:

Element Description

Hierarchy Company hierarchy level

Company ID Company’s Company ID

Company Name Company’s Name

Status Status drop-down: Open, Closed or Inactive

The below table describes the icons available in the Company Search Results section:

Icon Description

% | Configure company

i View hierarchy
[ | Online request
E Account list
Payments

View Company Hierarchies

The View Company Hierarchy allows you to view a single company and any related sub-levels. To view the company
hierarchy, perform the following steps:

1. From the Company Search Results page, click the Hierarchy icon.

Company Search Results

Showing 10 +| Companies

Corporation v Company ¥ Company Name ~ Status Actions

88002H 0004 Test Open 3 @ v g a

2. The View Hierarchy page is displayed.

n Hierarchy Id H Hierarchy Name Select Status v
SearchQ

System Association Corporation Company Company Name Status Actions

B2K 82 88002H 00044279 RENAISSANCE ON THE OCEAN CONDO Open 808

View Hierarchy (i ]

Showing [10 v| Subleve!

Hierarchy Id Hierarchy Name Status Actions

Note:
»  If your security access profile gives you access to more than one company, click the company name to display the
company hierarchy. If you have access to only one company, only that company hierarchy displays.
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The below table describes the icons available on the View Hierarchy page:

Icon Description

o] View account list for that hierarchy level

The table below describes the elements on the View Hierarchy page:

Element Description

Hierarchy ID A unique ID number assigned to each hierarchy.
Hierarchy Name The company name used in the hierarchy.
Status The status of the company’s account—Open, Closed, Inactive.

View Account Lists within a Hierarchy

You can view account list based on hierarchy level by clicking the Account List icon next the hierarchy level on the
View Hierarchy page.

Showing |10 v| Sublevel

Hierarchy Id Hierarchy Name Status Actions

View Company Account Lists

The Accounts page provides a list of cardholder accounts that belong to a specific company. To search and/or view a
list of company accounts, perform the following steps:

1. From the Company Search Results page, click the View Accounts icon next to the specific company.

Showing 10 | Companies

Corporation » Company ~ Company Name ~ Status Actions

88002H 0004 Test Oper o8 $
2. The Accounts page is displayed.
Search Company / Account List = a $ 1 = B3 | English~

@ Back tg

Balanc

may not reflect most recent transactions or pending authorizations. For more information, please go to the account details by clicking on the account number link This

nform s of Saturday Oct 17, 2020, 044840 AM CST.

u Select Account Type v u Select Account Stat. v
m Manage Filters >
Accounts @
Showing (10 vJccounts E]
Cardholder Name « Account Number Status Balance  Credit Limit Available Credit Account Type Usemame  Actions
BLACCT 0000000 448467 s s z s Billing 280068
448467 s s @ $ Memo 28008
448467 s s z s (o ]8]S
448467 $ $ z s Memo 06
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Note:
»  All the accounts associated with that company will display. You can filter the list by using the search fields.
» Accounts can also be accessed from the Cardholder Search page. Refer to the Cardholder Search section in the
Account Management chapter or Account Search in the Company Management chapter for more information.

The table below describes the search elements on the Accounts page:

Element Description

First Name Cardholder’s first name.

Last Name Cardholder’s last name.

Account Number Full 16-digit account number or the last 4 digits

Employee ID Employee ID

Account Type Select from the account type from the drop-down list.

Account Status Select from the account status from the drop-down list — Open, Closed, Blocked
Non-Virtual Accounts Displays only non-virtual accounts

The table below describes the icons on the Accounts page:

Icon Description
B3 Emulate

Make a payment
B3 Authorization
D View Statement
7  Edi

Downloading Company Account Lists

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the list, perform the following steps:
1. Click the Download icon in the Accounts section.

Showing 10 v Jesounes .

Cardholder Name = Account Number Status Balance  Credit Limit Available Credit Account Type Usemame  Actions

BLACCT 00000000 448467 Open® $ z s Billing 8006
448467 Closed  § s @ $ Memo 8008
448467 Open®  § $ Zz s Memo 208
448467 Closed  § $ z s Memo 0068

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @}, “"

Configured Columns

EASES
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View Company Level Details

The Level Details page allows you to view company information, including balances and credit limit data, for a specific
company or sublevel. To view this information, perform the following steps:

1. From the Company Accounts or Online Request page, click the Level Details icon.

Search Company / Account List = a $ = B8 | English~

Select Account Type v

Select Account StatL. v

a
a
2. The Level Details page will be displayed.

Search Company / Level Details =) (e )(a)(s) (=) (m ) englsh~

Financial Details ~

Primary Address

Saatement Mailing Address

The table below describes the information shown on the Level Details page.

Element Description

Total Balance The current amount owed on your account, including purchases and credits to the account since
your last statement and any purchases from previous statements that you have not yet paid.

Cash Limit The total amount, set by your financial institution, which can be used a cash advance.

Credit Limit The total amount, set by the financial institution, which can be charged to the account.

Available Credit The credit limit minus the account balance.

Available Cash The amount of available cash that can be drawn from the account. This value is determined by
the cash limit minus the cash balance minus the cash transaction authorizations.

Past Due Amount The amount owed on the account immediately if a payment was not received by the due date.

Overlimit Amount The amount an account exceeds the credit limit, if applicable.

Primary Address Company’s primary address

Statement Mailing Address Address where the company’s statement is mailed.
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Element Description

View Hierarchy Hierarchy Information:
» Level — displays the company or sublevel
» ID — displays the company ID
» Name — displays the company ID and name
» Enroll Date — displays the Popular Card Manager enrollment date for the applicable

company.
Current Balances

Total Balance The current amount owed on your account, including purchases and credits to the account since

your last statement and any purchases from previous statements that you have not yet paid.

Cash Balance The balance of all cash advances or other cash transactions that have posted to the account.

Credit Limit The total amount, set by the financial institution, which can be charged to the account.

Cash Limit The balance of all cash advances or other cash transactions that have posted to the account.

Available Credit The credit limit minus the account balance.

Available Cash The amount of available cash that can be drawn from the account. This value is determined by

the cash limit minus the cash balance minus the cash transaction authorizations.
Outstanding Authorizations Pending transactions on the account.

Past Due Amount The amount owed on the account immediately if a payment was not received by the due date.
Overlimit Amount The amount an account exceeds the credit limit, if applicable.

Last Statement Date The date of the last account statement.

Current Cycle Date The monthly billing date.

Cardholder Statements Show if individual monthly statements are sent to the cardholders.

Bill Day Date of the month that the company is billed.

Financial Year End Month  Company’s financial year end date.

Currency Code Currency code

Emboss Company Name Name embossed on the company’s credit cards.

Limit Allocation > Limit Allocated
» Limit Available
» Aggregate Percent

Product Product Code

Product Type Product Type

Active Accounts All Levels Number of active accounts for all levels
Active Accounts Current Number of active accounts for the current level

Levels

Total Balances Total balance per product

Outstanding Authorizations Total amount of outstanding authorizations per product
PIN Suppression PIN suppression available by product

Billing Account Option Billing account option selected by product

Payable Provider Indicates if the product is a Payables participant.

Blank — Product does not participate

Contact Contact name and information for the company
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The table below describes the icons on the Level Details page:

Icon Description

E)  Make a payment

View Account Credit Limits

The Accounts page displays the credit limits for each account under that company. To view cardholder credit line
information, perform the following steps:

1. From the Company Search Results page, click the Account List icon.

Company Search Results

Showing |10 v| Companies
Corporation v Company v Company Name v Status Actions

88002H 0004 Test Open (&[] ¢ $

2. The Accounts page is displayed showing the Credit Limit for each account.

Showing miv}Accoums @

Cardholder Name a Account Number Status  Balance | Credit Limit Available Credit AccountType  Usemame  Actions

BL ACCT 00000000 448467 Oopen  § $ z] s Billing 28008
448467 Closed  § s @ $ Memo 8008
448467 Open®  $ $ z| s Memo 200868
448467 Closed  § $ z|] s Memo 00868

The below table shows the elements of the Accounts page:

Element Description \
Cardholder Details  Cardholder’s first and last name
Account # The first four and the last six numbers of the account number. The icon next to the account number
indicates if the account is locked or unlocked.
Status Status of the account. The edit icon allows you to change the status from the Accounts page.
Balance Balance of the cardholder’s account
Credit Limit Cardholder’s credit limit. The edit icon allows you to change the credit limit from the Accounts page.
Available Credit Cardholder’s available credit.
Account Type Type of account for that cardholder.
User Name Cardholder’s user name.
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Cardholder Search

To search for an account from Company Management, perform the following steps:
1. Click on the Company Management icon and then the Search Cardholder icon.

IMPORTANT! Depending on your security rights, you may or may not see all the options shown in this

Company E

Management

Search
Company

Search
Cardholder

2. The Search Cardholder page is displayed. Enter one or any combination of search options and click Search.

Search Cardholder @ English ¥

ST - O -
n Account Balance v u Credit Limit v

Manage Filters ~

Cardholder Search Results

Employee ID

a- g -

Showing [10 v| Cardholders [E
Corporation Account Number Employee ID Cardholder Username Status  Account Balance Credit Limit Actions

88002H BLACCT 10000000 Open $ $ n B
88002H BLACCT 10000000 Open  § s [ 2]
88002H Open s s (o] 2]
88002H BLACCT 00000000 Open $ $ o

88002H open  § s

Note:  All accounts that you have access to will be displayed in the Cardholder Search Results before you enter the search
criteria. Search criteria only needs to be entered if you want to filter down the list.

The table below describes the search elements on the Search Cardholder page.

Element Description

Hierarchy Company hierarchy level

First Name Cardholder’s first name.

Last Name Cardholder’s last name.

Employee ID Employee’s ID

Username Cardholder account user-defined name

Account # When searching by account number, you must enter the full 16-digit credit card number or the last 4.
Phone Number 1 Cardholder’s phone number 1

Email Address 1 Cardholder’s email address 1

SSN Cardholder’s social security number.

Status Select the status from the drop-down list: All, Open, Closed, Blocked
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Element Description

Select an option from the drop-down list: Equal To, Between, More Than or Less Than. Once you select an
option, additional field(s) will display to enter the dollar amount.
Select an option from the drop-down list: Equal To, Between, More Than or Less Than. Once you select an
option, additional field(s) will display to enter the dollar amount.

Account Balance

Credit Limit

The below table describes the icons available in the Cardholder Search Results section:

Icon Description

[ &] Emulate the cardholder
(@] Account Details
* Download the Cardholder Search Results

Downloading Cardholder Search Results

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the list, perform the following steps:
1. Click the Download icon in the Search Cardholder Results section.

Cardholder Search Results

Showing ‘ 10 v| Cardholders n

Corporation Account Number Employee ID Cardholder Username Status  Account Balance Credit Limit Actions

88002H 486 " BL ACCT 10000000 Open § $ (o ] a:]

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @} [E]

Configured Columns

[on = [

View Account Details

The Account Detail page displays account and cardholder information. It also provides links for viewing account
transactions and the details of outstanding transactions.

To view the details of a specific account:

1. From the Cardholder Search Results or the Company Account List, click on the Account Details icon to view
the details for that account.
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Cardholder Search Results

Showing 10 v| Cardholders E]

Corporation Account Number Employee ID Cardholder Username Status  Account Balance Credit Limit Actions

88002H 486 " BLACCT 10000000 Open $ S

2. The Account Detail page is displayed.

Search Cardholder / Account Detail @ 3 = a S 1  English~
@®Back to Cardholder Search
0
= . -10000000 Important Information & ~ Account Balance Information -
L)
486
No Record Exists Account Balance $
Cash Balance $
Pending Balance: S
J
=
L

Expiration 12/2049
Date ore}

Previous N/A
Account o
User Enrollment Details ~
Number:
Account Type: Billing
User Enroliment Status / Enrolled
User Activity:
nent P eract
Delivery
. User Account Status(Locked Unlocked
Option.
/ Unlocked)
Account status Open )
User Profile Status(Locked / Unlocked
- Unlocked):
Employee ID

=
View Online Request Activity &

Important Information

The Important Information section displays important information about the account (past due details, declined
transaction details, etc.).

Important Information

=

Click More to see additional information, if needed.
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User Enrollment Details

User Enrollment Details PN

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

More

Click the More button in the User Enroliment Details section to display additional enrollment details.

/

User Enrollment Details @ X
Activity Status Last Activity Date Actions

User Enroliment Status / User Activity Enrolled 08/12/2019 n a

User Security Status (RSA) Enrolled 10/18/2020 D B

Security Inactivity Lock No 10N6/2020

Password Failures / Generate New Password 0 a

User Account Status(Locked / Unlocked) Unlocked 0 accountFrozen | ([ (%]

User Profile Status(Locked / Unlocked) Unlocked 0

Enrolling a Cardholder in MyPopularCards

To enroll a cardholder in MyPopularCards, perform the following steps:

1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.

User Enrollment Details

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

(@) ,
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2. Click on the Enroll icon in the User Enrollment Status row.

User Enrollment Details @

Activity Status Last Activity Date Actions

User Enrollment Status / User Activity Not Enrolled BE
Failed Enrollment Attempt 0

User Security Status (RSA) Not Enrolled a
User Account Status(Locked / Unlocked) Unlocked B

User Profile Status(Locked / Unlocked) Unlocked

Security Inactivity Lock N/A

Password Failures / Generate New Password o}

User Enrollment Status (Only ID) Not Enrolled

User Lock Status (Only ID) N/A

3. The Enroll User screen is displayed. Complete all the fields and click Confirm.

User Enrollment Details @

G Back To Enrollment Details

Enroll User

EmailAddress 1 ‘

Confirm Email Address: [ l

Username

Nick Name: ‘ ‘

Temporary Password! ‘ é
Confirm Temporary ‘ ?

Password:

Password Strength: -— an e» o=

Clear

Emulating a Cardholder

If you are a company administrator, you can emulate, or view an enrolled individual cardholder’s online account to
understand what the cardholder is viewing on MyPopularCards.com (MyCardStatement).

To emulate a cardholder, perform the following steps:

1. From the Cardholder Search Results page. Click on the Emulate User icon for the appropriate cardholder.

Cardholder Search Results

Showmgho V‘ Cardholders

Corporation Account Number Employee ID Cardholder Username Status  Account Balance Credit Limit Actions

88002H 486 BLACCT 10000000 Open $ $ ag

Note: The Emulate Cardholder option is not available unless the cardholder is enrolled in MyPopularCards.com
(MyCardStatement).

Page | 29

© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.

© 2020 Popular Bank. Member FDIC.



Admin User Guide % POPULAR.

2. MyPopularCards.com.com (MyCardStatement.com) automatically launches allowing you to view the cardholder’s
account online. By default, the MyPopularCards (MyCard) Home page provides a summary of their account.

100Ut
[l roPuLAR Popular ocT Tow €C - 2912

HOME  TRANSACTIONS ~ PAYMENTS  STATEMENTS  ACCOUNT SERVICES  ALERTS

Welcome, lo

Current Balance & $
Pending Balance s
Statement Balance @ $

Available Credit
Current Credit Limit Amount
Last Payment

Total Minimum Due $

Payment Due Date Oct 25, 2020

Last Login Jul 24,2019 2:18:19 PM
Pay Bill

Recent Transactions @

= Pending Transactions (0)

Locking a User and/or Account

To lock a user’s account, perform the following steps:

1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.

User Enrollment Details PN

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

(@)

2. Click on the Lock icon in the User Account Status row.

User Enrollment Details @ X

Activity Status Last Activity Date Actions

User Enroliment Status / User Activity Not Enrolled B a

Failed Enrollment Attempt o

User Security Status (RSA) Not Enrolled a
IUsor Account Status(Locked / Unlocked) Unlocked (& ] I

User Profile Status(Locked / Unlocked) Unlocked

Security Inactivity Lock N/A

Password Failures / Generate New Password o

User Enroliment Status (Only ID) Not Enrolled

User Lock Status (Only ID) N/A
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3. When you click on the Lock icon to lock a user, a box displays to enter the Reason that you are locking the
account. Select the reason from the drop-down list and click the checkmark.

User Account Status(Locked / Unlocked) Unlocked a

Account Frozen v

4. A message will display stating the account has been locked.

Unlocking a User and/or Account

A user can get locked out by an administrator using the steps above or by failing to enter their password correctly after
three attempts. You can unlock a user or an account from the Account Details page.
To unlock an account, perform the following steps:

1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.

User Enrollment Details PN

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

(E=8 )

2. Click on the Unlock icon in the User Account Status row.

User Enrollment Details @ X

Activity Status Last Activity Date Actions

User Enroliment Status / User Activity Not Enrolled B E

Failed Enrollment Attempt 0 =

User Security Status (RSA) Not Enrolled E]
[ User Account Status(Locked / Unlocked) Unlocked ﬂ I

User Profile Status(Locked / Unlocked) Unlocked

Security Inactivity Lock N/A &

Password Failures / Generate New Password 0

User Enroliment Status (Only ID) Not Enrolled

User Lock Status (Only ID) N/A

3. A message will display stating the account has been unlocked.

Resetting a Password

If the cardholder requires a new password, a temporary password can be automatically generated and sent to the
cardholder’s email address.

To generate a new password, perform the following steps:
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1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.

User Enrollment Details A

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

(3

2. Click on the Generate Password icon in the Password Failure row.

J

User Enrollment Details @ X
Activity Status Last Activity Date Actions
User Enrollment Status / User Activity Not Enrolled B a
Failed Enrollment Attempt o
User Security Status (RSA) Not Enrolled @
User Account Status(Locked / Unlocked) Unlocked (& ]
User Profile Status(Locked / Unlocked) Unlocked
Security Inactivity Lock N/A
[Password Failures / Generate New Password [¢] ]
User Enroliment Status (Only ID) Not Enrolled
User Lock Status (Only ID) N/A

3. A message will appear stating a new password was generated.

Deleting a Cardholder from MyPopularCards (MyCardStatement)

You can delete a cardholder from the MyPopularCards.com (MyCardStatement) using the Account Details page.
Please note that this does not delete the cardholder from the mainframe system. If the cardholder wants to access the
system after they have been deleted, they would be required to enroll again or be enrolled using the manual
enrollment process outlined below.

To delete an account from MyPopularCards (MyCardStatement), perform the following steps:

1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.
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User Enrollment Details PN

Not Enrolled

User Enrollment Status / User
Activity:

User Account Status(Locked /
Unlocked)

User Profile Status(Locked /
Unlocked)

\w

Active

Active

2. Click on the Delete icon in the User Enrollment Status row.

User Enrollment Details @ X
Activity Status Last Activity Date Actions

User Enroliment Status / User Activity Enrolled 0812/2019 (& | =

User Security Status (RSA) Enrolled 10/18/2020 gp

Security Inactivity Lock No 1016/2020

Password Failures / Generate New Password 0 u

User Account Status(Locked / Unlocked) Unlocked o Account Frozen v [E]

User Profile Status(Locked / Unlocked) Unlocked B

S

J

3. A Notification message will be displayed asking “Are you sure you want to delete enroliment?”. Click Yes to
proceed or No to cancel the request.

Anotification!

Are you sure you want to delete enrollment?

X

=] ]

4. A message will display stating the user was successfully deleted.

& User deleted sucessfully.

Locking/Unlocking a User’s Security Account

A cardholder can get locked out of their Security Account due to failing to answer security questions correctly. Once
logged in, a customer service representative may lock or unlock a cardholder in their Security Account through the

Account Details page.

To lock or unlock a User’s Security Account, perform the following steps:
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1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display

additional enrollment details.

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked)

User Profile Status(Locked / Active
Unlocked):

(@)

User Enrollment Details PN

2. Click on the Lock or Unlock icon in the User Security Account Status row. A message will display stating the
account was successfully locked/unlocked.

User Enrollment Details @ X
Activity Status Last Activity Date Actions
User Enrollment Status / User Activity Not Enrolled B E
Failed Enrollment Attempt 0 |
[ User Security Status (RSA) Not Enrolled a ]
User Account Status(Locked / Unlocked) Unlocked B
User Profile Status(Locked / Unlocked) Unlocked
Security Inactivity Lock N/A ‘
Password Failures / Generate New Password (o]
User Enroliment Status (Only ID) Not Enrolled
User Lock Status (Only ID) N/A

The below table describes the icons available for User Security Account Status:

Icon Description

B Delete the user’s security account

@ View the user’s security account history

Lock/Unlock the user’s security account

Deleting a User’s Security Account

If the Cardholder has forgotten all their security questions, they can be deleted from their Security Account. This allows
them to log in again and create a new Security Account profile. Once logged in, customer service representatives may
delete the Security Account.

To delete a User’s Security Account, perform the following steps:

1. From the Cardholder Details page, click the More button in the User Enroliment Details section to display
additional enroliment details.
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User Enrollment Details

User Enrollment Status / User Not Enrolled
Activity:

User Account Status(Locked / Active
Unlocked):

User Profile Status(Locked / Active
Unlocked):

(C-] ,

2. Click on the Delete icon in the User Security Account Status row.

User Enrollment Details @ X
Activity Status Last Activity Date Actions

User Enroliment Status / User Activity Not Enrolled B E

Failed Enrollment Attempt (]
Iuser Security Status (RSA) Not Enrolled E ]
User Account Status(Locked / Unlocked) Unlocked ﬂ

User Profile Status(Locked / Unlocked) Unlocked

Security Inactivity Lock N/A

Password Failures / Generate New Password [¢]

User Enroliment Status (Only ID) Not Enrolled

User Lock Status (Only ID) N/A

3. A message will be displayed asking if you are sure you want to delete RSA Enrollment for the user. Click Yes to
continue with deleting the security account or click No to cancel the request.

Anotification! X

Are you sure you want to delete RSA Enrollment?

=)

Note:  The cardholder is asked to set up a Security Account the next time they log into MyPopularCards (MyCardStatement)
after this step.

The below table describes the icons available for User Security Account Status:

Icon Description

ﬂ Delete the user’s security account

BB Lock/Unlock the user’s security account

@ View the user’s security account history

From the expanded User Enrollment Details section, you can perform additional actions by clicking on the icons:
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Icon Description

Delete Cardholder User — Icon only appears if the user is enrolled

Reset

Enroll cardholder

0
8
=) View Activity Summary
0
(a]6
(O

Delete the user’s security account

Lock/Unlock the user’s security account

View the user’s security account history

ﬂﬂ Lock/Unlock the user’s account

(£ Generate password

ﬂﬂ Lock/Unlock the user’s account

Account Balance Information

Account Balance: S
Cash Balance: S
Pending Balance: S

(@) )

Click the More button in the Account Balance Information section to display additional account details.
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5 -10000000 Account Balance Information @ x

View Hierarchy O
View Online Request Activity k2

8 8:44:00 PM

Cardholder Profile

You can view the cardholder’s contact information in the Cardholder Profile section. There are also links to:
» View Hierarchy
» View Online Request Activity
» Expense Management Allocations

BLACCT -10000000
(]
e
4 8 6 KRR
J =
= =z
*
@
Expiration Date 12/2049
Previous Account N/A
Number
Account Type: Billing
Statement P
Delivery Option:
Account status: Open
Employee ID.
View Hierarchy &3
View Online Request Activity &
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View Hierarchy

To view the cardholder hierarchy, perform the following steps:

From the Account Detail page, click the View Hierarchy button in the Cardholder Profile section. The Hierarchy
section is displayed below the View Hierarchy button.

BL ACCT -10000000
"a

4 8 6 ARk
J =
= =
L J

&

Expiration Date 12/2049
Previous Account N/A
Number
Account Type Billing
Statement P
Delivery Option
Account status: Open
Employee ID:
View Hierarchy &J
View Online Request Activity &2
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View Online Request Activity

To view Online Request Activity, perform the following steps:

From the Account Detail page, click the View Online Request Activity button in the Cardholder Profile section. The
Online Request Activity section is displayed below the Cardholder Profile section.

BLACCT -10000000 Important Information 'S -~ Account Balance Information PN

No Record Exists Account Balance $
Cash Balance: S
Pending Balance $
J 4
c
*
g
Expiration Date 12/2049 W
Previous Account N/A
Number.
Account Type Billing User Enrollment Details S
Statement P )
Delivery Option User Enrollment Status / User Enrolled
Activity:
Account status: Open
User Account Status(Locked / Unlocked

Employee ID: Unlocked)

m User Profile Status(Locked / Unlocked
Unlocked):
View Hierarchy

View Online Request Activity 1=

View Online Request Activity (i ]

Showing (10 w| Online Requests

Request ID Request Type Request Date Request Status Application Actions

2230 Addiress and Phone Change 03/30/2020 09:50 AM Submitted eZCard Info

View Statements

To view Statements, perform the following steps:

1. From the Account Detail page, click the More button in the Account Balance Information section to see all the
account balance details.

Account Balance Information PN

Account Balance: S
Cash Balance: $
Pending Balance: S
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2. Click the View Statements link in the Statement & Payment Information section.

@Back to Cardholder Search

5 -10000000 Account Balance Informa x

Expirat

Employee ID.

View Hierarchy O
ey
View Online Request Activity 2

Current Temporary Expiration N/A Last Temporary Change 8/ CH

dit Limit $ Last Temporary Change Date Of 03/18 84400 PM

3. The Statement Details section is displayed. Click on the row for the statement that you would like to view.

Statement Details @

Showing [10 v Statements @

Account Number Cardholder Name Statement Date ~ Balance » Min Due »
BLACCT 10000000 09/27/2020 s s
BLACCT 10000000 08/27/2020 s s
BLACCT 10000000 20 $ $
BLACCT 10000000 06/28/2020 $ $
BLACCT 0000000 05/27/2020 s $
BLACCT 10000000 $ $
BLACCT 0000000 $ $
BLACCT 10000000 s s
BLACCT 0000000 s $
BLACCT 10000000 122772019 $ $

Showing 1 - 10 (24 Statement Detail)  Fir n 2 3 » st

4. The Statement and Payment Information page is displayed.

Statement and Payment Information @ ~
n Statement dated 09/27/2020 v

Cycle To Date Activity

Current Purchases: $ Current Payments: $ Current Credits: $

Current Cash Advances: $

Statement Balances

Previous Balance: S Special: S Other Charges: S
Purchases: $ Credits: $ Finance Charges: $
Cash: $ Payments $ New Balance. $

Payment Information

Minimum Payment Due: S Payment Due Date; 10/25/2020
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Note: You view other statements by clicking in the drop-down box and selecting a different statement date.
The table below describes the icons available on the Statement Information page:

Icon Description

2 View statement images

Downloading the Statement List

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the list, perform the following steps:

1. Click the Download icon in the Statement Details section.

Statement Details @

Showing [10 | Statements

2. Click on the format option that you want and save the file to a specified location on your computer.

&)

Statement Download

oy = [ar
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Viewing Transactions

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

The Transaction Details page displays the cardholder transactions for a selected company or company sublevel.
Transactions for the last 45 days are listed for both billing and individual accounts. Transaction details can be viewed
by searching for a cardholder in Company Management or by searching for a company and selecting a cardholder
from the Account List.

View Transactions

To search and view transactions, perform the following steps:

1. From the Account Detail page, click the More button in the Account Balance Information section to see all the
account balance details.

Account Balance Information -

Account Balance $
Cash Balance: $
Pending Balance: $

(=)

2. Inthe Account Balance Summary section, click on the View Details link next to Balance.

@Back to Cardholder Search

BLACCT s ~10000000 Account Balance Information @ X

View Hierarchy
View Online Request Activity k2.
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Statement and Payment Information @ -

Cycle To Date Activity
Current Purchases: $ Current Payments: $ Current Credits: $

Current Cash Advances: $

Statement Balances

Previous Balance: $ Special s Other Charges: $
Purchases: $ Credits: $ Finance Charges: $
Cash: $ Payments $ New Balance $

Payment Information

Minimum Payment Due: $ Payment Due Date: N/A

Transaction Details @
u post Date v
u Trans Date v

e v

Showing |Tv] Transactions @
Originating Account v Posting Date v Trans Date v Description v Merchant Categoriesv Referencev Amount v
BLACCT 10000000( ) 1016/2020 1015/2020 Computer Related

BLACCT 10000000( =5 10/15/2020 10/15/2020 Payments and Fees $

BLACCT 10000000( 10/09/2020 10/09/2020 Entertainment $

BLACCT 10000000( ) 10/05/2020 10/04/2020 Subscriptions & Memberships $

3. The Transaction Details section is displayed. You can search for transactions to limit the number appearing
in the grid.

The table below describes the information shown on the Transaction Details page:

Service Request Type Description

Originating Account The account that the transaction was made on.
Posting Date The date the transaction posted to the account.
Trans Date The date of the transaction.

Description A description of the transaction.

Categories The category of the transaction.

Reference A unique ID number for the transaction.
Amount The amount of the transaction.

Searching Transactions

You can view information about a specific transaction by performing a search. If you have a long list of transactions,
this feature is also useful for limiting the number of transactions in the list.

To search for transaction information, perform the following steps:
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1. Inthe Transaction Details section, enter the search criteria and click Search.

Transaction Details @

2. All transactions matching your search criteria will display in the Transaction List.

Transaction Details @

BLACCT 10000000f

The table below describes the search elements on the Transaction page.

Element Description

Description Transaction description
Reference Transaction reference
Categories Transaction category

Select Equal To, Between, After or Before from the drop-down list. Once you select an option,

Post Date additional field will display to enter the date.

Select Equal To, Between, After or Before from the drop-down list. Once you select an option,

Transaction Date additional field will display to enter the date.

Select Equal To, Between, More Than or Less Than from the drop-down list. Once you select an option,

Amount additional field(s) will display to enter the dollar amount.

Downloading the Transaction List

You can download the list of transactions to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format

Excel

Text (tab spacing) format

Quicken (QFX)

QuickBooks (QBO)

YV VYV

To download the list, perform the following steps:

1. Click the Download icon in the Transaction Details section.
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Showing |25 W | Transactions

2. Click on the format option that you want and save the file to a specified location on your computer.

-
Transaction Download
% @

View Transaction Details

To view the details of a transaction, perform the following steps:

1. From the Transaction Details page, click on a transaction row to view the details of that transaction.

Showing [25 v | Transactions @

Originating Account v Posting Date v Trans Date v Description v Merchant Categoriesv Referencev Amount v
BL ACCT 00100138

10/16/2020 10/15/2020 Computer Related $
10000000( )
BL ACCT 00100138-

1015/2020 10/15/2020 Payments and Fees
10000000( ) i Bz % S
BL ACCT 00100138-

10/09/2020  10/09/2020 Entertainment $

10000000( * )
BL ACCT 00100138

10/05/2020  10/04/2020 Subscriptions & Memberships $

10000000( < )

2. The page is displayed with the detailed information of the transaction.

Transaction Details €@ A

@ Back to Transaction details

Detail Information

Post Date: 10/16/2020 Merchant Country Code: us Merchant Group:

Transaction Date: 10/15/2020 Sales Tax [¢] Merchant ID:

Merchant Name Reference Number: 2443106028970081548007 Transaction Code: 05

4

Transaction Amount: S Reason Code: 00
Merchant City:

Currency Code: usD Transaction Type: Purchase
Past Due Amount: N/A

Original Amount Original Account
Merchant State cA Number.

Original Currency: uUsD
Merchant Zip: 9sno Diverted From Account:

Mcc/sIc
MCC Description Computer Software

Dispute Status:

Addendum Data

No Record Exists

The table below describes the elements on the Transaction Details page:

Element Description

Post Date The date the transaction posted

Transaction Date The date the transaction occurred

Merchant Name The name of the merchant or business where the transaction occurred
Transaction Amount The amount of the transaction

Currency Code The currency code where the transaction occurred
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Element Description

Original Amount The original amount of the transaction

Original Currency The currency where the transaction occurred

MCC/SIC Merchant Category Code. A four-digit code that classifies suppliers into
market segments. This code is assigned by Visa or MasterCard.

Reference Number The transaction reference number

Merchant City The city where the merchant is located

Past Due Amount The past due amount on the account, if any

Merchant State The state where the merchant is located

Merchant Zip The merchant’s zip code

MCC Description The English-equivalent of the numeric Merchant Category Code.

Merchant Group The merchant group name.

Merchant ID The merchant’s ID

Merchant Country Code The country where the merchant is located

Sales Tax The transaction sales tax

Transaction Code The 2-digit transaction code

Reason Code The 2-digit reason code

Transaction Type The 2-digit transaction type

Original Account Number  Displays the original account number if there is a change in the account
number.

Diverted to Account Displays if the transaction is diverted to any account.

Viewing Declined Transactions

Declined transactions can be viewed from either the Account Detail page or the Home page. From the Home Page >
Declined Transactions section click on the More button to view the declined transactions for all accounts that you
have access to.

To view declined transactions from the Account Detail page, perform the following steps:

1. From the Account Detail page, click the More icon in the Account Balance Information section.

Account Balance Information A

Account Balance S
Cash Balance S
Pending Balance $

(=) ,

2. The detailed Account Balance Information page is displayed. Click the Decline Transaction link in the Pending
Balance field.
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Account Balance Information €@ x

Account Balance Summary
Account Balance: S Credit Limit S

Cash Balance: S Cash Limit: $

Pending Balance f Past Due Amount S
Overlimit Amount $
Available Credit $ Disputed Amount $

Available Cash $

3. The Declined Transactions page is displayed.

Declined Transactions

Showmg Declined Transactions 1.*.

Cardholder Name~ Account~ MCC~v MCC Description~ Amount v Transaction Datev Declined Reason~ Merchant Name~

Downloading the Declined Transactions List

You can download the Declined Transaction list to the following formats and financial software programs:
» Excel/Spreadsheet (.csv) format
» Excel
» Text (tab spacing) format

To download the list, perform the following steps:

1. From the Declined Transactions page, click the Download icon.

Declined Transactions

Showmg Declined Transactions

Cardholder Name~ Accountv MCCv MCC Description~ Amount ¥ Transaction Datev Declined Reason~ Merchant Name~

2. Click on the format option that you want and save the file to a specified location on your computer.

1| «&
All Columns @} s
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Disputing a Transaction

If a cardholder does not recognize a transaction, did not receive the item, or believes that a transaction does not
belong to their account, the transaction may be disputed by filing a transaction dispute claim.

IMPORTANT!
=> All dispute claims must be received within 60 days of the statement closing date.
= Transactions that can be disputed are:
v Sales draft reversal
v" Purchase
v Credit voucher
v Credit voucher reversal
v" Cash Advance
= Transactions that CANNOT be disputed are:
*x  Payments
Miscellaneous debits
Miscellaneous credits
Finance charges
Fees

X X X X

To dispute a transaction, perform the following steps:
1. From the Transaction Details screen, click the Dispute Form Details link.
Transaction Details @ IS

@ _Back to Transaction details

Detail Information

Post Date: 10/16/2020 Merchant Country Code: us Merchant Group:

Transaction Date: 10/15/2020 Sales Tax 0 Merchant ID:

Merchant Name Reference Number. 2443106028970081548007 Transaction Code: 05

Transaction Amount: $ Reason Code: 00
Merchant City:

Currency Code: usD Transaction Type: Purchase
Past Due Amount: N/A

Original Amount Original Account
Merchant State. CA Number:

Original Currency: usD
Merchant Zip: 95no Diverted From Account:

mcc/sic

MCC Description Computer Software

Addendum Data

No Record Exists

2. The Dispute a New Charge page is displayed. Complete the form with the required information. Print the from by
clicking the Print button and submit the dispute by clicking the Dispute Submit Ticket button.

Dispute a New Charge -

Please fill the below form to dispute a transaction.

Customer Name: BLACCT Account Number. Merchant
10000000

Reference Number. Transaction Date: 1014/2020 Posted Date: 10/15/2020

Transaction Amount $ Dispute Amount: s

To start the dispute process please answer the below question. Your answer is important as it will allow us to process your dispute as effectively as possible.

Card Provided Yes No

| e ey e (- |
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Note: A reference number will be generated when the claim gets submitted.

Once the transaction is disputed, it cannot be disputed again from either MyPopularCards or Popular Card Manager. A
disputed transaction will appear in the Transaction Details list with an icon next to the Amount.

Showing[25 W Transactions @
Originating Account v Posting Date v Trans Date v Description v Merchant Categories~ Referencev Amount ¥
BLACCT 10000000( ) 10/16/2020 10N15/2020 Computer Related S

BLACCT 10000000( ) 10115/2020 10/15/2020 Payments and Fees S

BLACCT 10000000( ) 10/09/2020 10/09/2020 Entertainment $

BLACCT -10000000( ) 10/05/2020 10/04/2020 Subscriptions & Memberships $

Status of a Dispute Claim

If a transaction has been disputed, you can view the status of the claim in Popular Card Manager. An icon is
displayed on the Transaction Details Page next to the transaction that was disputed. Once the transaction is
disputed, it cannot be disputed again from either MyPopularCards or Popular Card Manager. The dispute status
will either be In Progress or Closed.

To view the status of a dispute, perform the following steps

1. From the Transaction Details Page, click on a transaction that has been disputed.

Showing[25_w] Transactions
Originating Account + Posting Date v Trans Date » Description Merchant Categories» Referencev Amount v
BLACCT 10000000( i ) 10116/2020 10/15/2020 Computer Related S
BLACCT 10000000( = ) 10152020 1015/2020 Payments and Fees $
BL ACCT 10000000( - ) 10/09/2020 10/09/2020 Entertainment S
=
IBL ACCT 10000000( ) 10/05/2020 10/04/2020 Subscriptions & Memberships S I

2. The details of the transaction are displayed along with the dispute reference number and the status of the dispute.

Detail Information

Post Date: 10/16/2020 Merchant Country Code us Merchant Group:
Transaction Date: 10/15/2020 Sales Tax o Merchant ID:
Merchant Name Reference Number Transaction Code: 0s
Transaction Amount $ Reason Code: 00
Merchant City:
Currency Code. usD Transaction Type: Purchase
Past Due Amount: N/A
Original Amount: Original Account 448467
Merchant State cA Number
Original Currency: uUsD
Merchant Zip: 9510 Diverted From Account: 448467
MCC/sIC
MCC Description: Computer Software
Dispute Reference Number; [N Progress
00998877665544332211

Note:  From the Transaction Detail Information section, you can click the arrow icon next to the dispute reference number
to view the disputed transaction details.

The table below describes the field descriptions within the Dispute History Title page.

Element Description

Customer Name Name of the customer who performed the transaction.
Reference Number Transaction Reference Number.

Transaction Amount Total Transaction amount.

Dispute Info Any information related to the dispute.

Card provided Enter the card number provided for the transaction (if any).
Account Number Cardholder’s account number.
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Element Description

Transaction Date Date on which the transaction occurred.
Dispute Amount The disputed amount.

Merchant Name of the Merchant.

Posted Date Transaction posted date.
Authorizations

Authorizations can be viewed from the Account List page and the Account Detail page.

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

View Authorizations from the Company Account List

The Authorization Details page displays authorization details for a list of transactions associated to an account. To
view the list, perform the following steps:

1. From the Company Search, Account List page, click on the Authorization icon for the account that you would
like to view.

Search Company / Account List

1]
»
w
-

~ B3 ) English

0 Back to Company Search

Balance is updated nightly and may not reflect most recent transactions or pending authorizations. For more information, please go to the account details by clicking on the account number link. This
information was last updated as of Saturday Oct 17, 2020, 04:48:40 AM CST.

u First Name u Last Name E Account Number E Employee ID

Select Account Type v A Select Account Stat. v

Manage Filters ~

Accounts @
Showing [10 v Jaccounts @

Cardholder Name = Account Number Status Balance Credit Limit Available Credit Account Type Username Actions

BL ACCT 00000000 448467 Open® S $ z s gilling (= ]
448467 Closed  § s $ Memo 80068
448467 Open® $ $ z s Memo o008
448467 Closed  § $ [C Memo o068

2. The Authorization Details page is displayed.

Authorization Details

IR == g £

Date ~ Amount v MCC+ MCC Description + Merchant Name ~ Status v
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Downloading the Authorization Details List

You can download the list to the following formats and financial software programs:
» Excel/Spreadsheet (.csv) format
» Excel
» Text (tab spacing) format

To download the list, perform the following steps:

1. From the Authorization Details page, click the Download icon.

Authorization Details

Date ~ Amount + MCC~ MCC Description ~ Merchant Name ~ Status ~

2. Click on the format option that you want and save the file to a specified location on your computer.

&

&= @

View Authorizations from the Account Detail Page

1. You can view authorizations by:

a. Click on the Company Management icon and then the Search for Cardholder icon; or
b. Click on the Company Management icon and then the Search Company. From the Company Search list,
click on the Accounts List icon.

Company E

Management
Search
Company

Search
Cardholder

2. Click the link for the cardholder.

Cardholder Name « Account Number Status Balance Credit Limit Available Credit Account Type Username  Actions
I 0000000 44 ™ ] Open® $ $ =z s Billing 28006
aoo Closed $ s @ s Memo (2]e]6]S)

3. The Account Detail page is displayed. Click the More button in the Account Balance Information section.
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Search Cardholder / Account Detail @ |2

iii
»
n

1  English~

Q®Back to Cardholder Search

BLACCT 10000000

o
Important Information & ~ Account Balance Information ~

No Record Exists Account Balance: $

Cash Balance $

Pending Balance: $

Expiration 12/2049
oate [More]

4. The Account Balance Information section is displayed. Click View Pending Balance next to the Pending
Balance amount.

Account Balance Information @ X

Account Balance Summary
Account Balance: S Credit Limit S
Cash Balance: S Cash Limit: S
Pending Balance: S E Past Due Amount: $
Overlimit Amount S
Available Credit: $ Disputed Amount: $
Available Cash $

5. The Authorization Details page is displayed.

The table below describes the information shown on the Authorization Details page.

Element Description

Date Authorization date

Time Authorization time

Amount The pending authorization amount

MCC Mgrchant Qateggry Code. A four-digit code that classifies suppliers into market segments.
This code is assigned by Visa or MasterCard.

MCC Description The English-equivalent of the numeric Merchant Category Code.

Merchant Name The name of the merchant or business where the authorization occurred.

Status Authorization status.
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Company Inbox
IMPORTANT!

=>» Depending on your security rights, you may or may not see all the options shown in this guide.
To view the Company Inbox, perform the following steps:

1. From the Company Management, Company Search Results, click the Online Request or Account List icon.

Search Company English~

Manage Filters >

Company Search Results

Showing 10 v| Companies
Corporation v Company v Company Name v Status Actions

88002+ 0004 Test open (o) w

880024 0010 Test Open 08000

2. The Online Requests or Account List screen is displayed. Click on the Messaging icon.

(o) A S 1 =z E3 ) English~

3. The Search Company / Company Inbox is displayed.

Search Company / Company Inbox @ = ) a $ 1 k8 ) English ~

Compose [@ °Company Inbox

Showing [10 v] Company Inbox Messages

Hierarchy Message topic v Subject v Account Number v

Add New Cardholder Req Re:Add New Cardholder

The below table describes the icons available in the Company Inbox section:

Icon Description

(@] View detailed message

Delete the message

[ |
Archive the message

Reply to the message
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Sending Messages

To send a message from the Company Inbox, perform the following steps:

1. From the Company Inbox, click on Compose.

‘ Company Inbox

2. The Company Compose Message screen is displayed. Complete the fields and click Send.

Messages / Messages Compose Messages @ English

Message Options Message Content
ﬂ Select Message Queue v

Select Recipient(s) v

B I USGSIE:ZEXx x*Z E Noma tAK=LS
Emai »
Insert text here
Y
EEWCIN  10/18/2020
Allow Replies »
Force View On Login »
Mark As High Priority »

Note:
»  Message Subject should be less than 128 characters.
» Message Body should be less than 4500 characters.
The table below describes the elements on the Company Compose Message page.

Element Description

Sublevel This is an optional field.

Recipient(s) Select the recipient(s) from the drop-down list.

Email Select to send the message as an email.

In App Select to send the message within Popular Card Manager.
Start Date Select the start date.

Allow Replies Select to allow the recipient to respond.

Force View on Login  Select to force the message to be viewed upon login.
High Priority Select to mark the message as high priority.

Message Queue Select the required message queue from the drop down.
Subject Complete with the subject of the message.

Text Message body.
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Replying to Messages
To reply to a message, perform the following steps:

1. From the Company Inbox screen, click on the Reply icon.

Company Inbox @

Hierarchy ~ Message topic v Subject ~ Account Number v Date ~ Status ~ Actions

2. The Reply screen is displayed. Enter the Message Body and click Send.

Company Inbox @ N
v "

View Sent Messages

To view sent message, perform the following steps:
From the Company Inbox screen, click on Company Sent. The Company Sent messages are displayed.

Search Company / Company Inbox @ = e A $ 1 B3 ) English~

GSearch filters °Company Inbox ie Company Sent iEDCompany Archive

Search filters
n ' u eostone v = ! u““"’“' v
m Manage Filters =

Company Sent @

{
H
|

Q0
Q0
Q0

Page | 55

© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.

© 2020 Popular Bank. Member FDIC.



Admin User Guide % POPULAR.

The below table describes the icons available in the Company Sent section:

Icon Description

(@] View detailed sent message

(& | Delete the sent message

Search for Messages

To search for a message, perform the following steps:

1. From the Company Message screen, click on Search Filters.

Search Company / Company Inbox @ = o a $ 1 B3 ) English~

e Search filters h 'Compahy Inbox

2. The search filters are displayed. Click the Company box that you want to search — Company Inbox, Company
Sent, Company Archive. Complete the search fields and click Search.

Search Company / Company Inbox @ = (2] a $ 1 B2 | English~

GSoarch filters OCompany Inbox

n v H ot n staes

Note:  You can select one or all the Company message boxes when searching.

3. The messages are displayed.

Company Sent @

Hierarchy~ Message topicv Subjectv Account Numberv Date~ Status~ Actions

Note:  Company Messages are displayed based on the searched criteria specified.

The table below describes the search elements for the Company Messages page:

Element Description

Sublevel Enter the sublevel
Message Topic Select the message topic from the drop-down list
Subject Search by the subject line

Account Number Search by the account number
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Element Description

Status Search by the status of the message — Open, Closed, Deleted, Read, Unread
Date Search by the date — Equal to, Between, After, Before

Archive Company Messages

To archive messages, perform the following steps:

1. From the Company Inbox screen, click on Company Inbox. Click the Archive icon in the company
Inbox grid.

Company Inbox @

Showing O v | Company Inbox Messages

Hierarchy v Message topic v Subject v Account Number v Date v Status v Actions

r—
TEST COMPANY Add New Cardholder Req, Re:Add New Cardholder 09/23/2020 Read E @

Note:  Messages from the Inbox will be archived and moved to Company Archive grid by clicking on Archive icon.

Viewing Archived Messages

To view archived messages, perform the following steps:

1. From the Company Inbox, click on Company Archive. The Company Archive grid is displayed.

Compose [#' Company Inbox @Company Archive
Company Inbox @

Showing [10 | Company Inbox Messages

Hierarchy ~ Message topic + Subject Account Number ~ Date ~ Status~  Actions

TEST COMPANY Add New Cardholder Req Re:Add New Cardholder 09/23/2020 Read E D u n

Company Archive @

Showing |1o | Company Archive Messages

Hierarchy v Message topic ¥ Subject v Account Number v Date v Status v Actions

TEST COMPANY Add New Cardholder Req. Re:Add New Cardholder 10/14/2020 Read E D

The table below describes icons on the Company Archive grid:
(@] View the message details.
Reply to the message.
(W | Delete the message.

Page | 57
© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.
© 2020 Popular Bank. Member FDIC.



Admin User Guide 2 POPULAR.

Company Reports

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

The Company Report page allows you to view and download the following information for a company, cardholder or a
group of accounts:
% Transaction Reporting
> View Spend Restrictions
»  View Merchant Group Codes
> View Credit Lines

-,

D3

D3

D3

The Company Report page can be accessed from the Hierarchy, Online Request and Account List pages.

To access Company Reports from the Hierarchy, Online Request and Account List pages, perform the
following steps:

1. Click the Company Reporting icon at the top of the page.

(2] A $ 1 ~ E2 ) English~

2. The Company Reporting page is displayed.

Search Company / Company Reporting (2] a $ 1 = = ) English~

|:::0 Transaction
Reporting

n Select Amount v
n Select Time Period v

Transaction Reports
This feature allows you to browse, view, and download a transaction report for a company or a specific account.
To view a transaction report, perform the following steps:

1. From the Company Reporting page, click the Transaction Reporting icon.

Search Company / Company Reporting (2] a $ 1 = = ) English~

|0 Transaction
Reporting

n Select Amount v
n Select Time Period v

2. The Transaction Report section is displayed. All accounts that you have access to will be displayed. You can use
the search fields to filter the data.
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Transactions Report

Showing (10 v | Transactions @
Cardholder Name Account Posting Date Transaction Date Reference Number Total Amount

BLACCT -00000000 1015/2020 10114/2020 $

BLACCT -00000000 10/14/2020 10114/2020 $

BLACCT 00000000 - 10/07/2020 10/06/2020 $

BLACCT 00000000 - 10/05/2020 10/04/2020 $

BLACCT 00000000 10/04/2020 10/02/2020 $

The table below describes the search elements available on the Transaction Report page:

Element Description

Account Enter the full 16-digits or the last 4
Statement Date Select the statement date from the drop-down list
Record Source Select the source from the drop-down list: MyPopularCards / Online / Other

Select the total amount option from the drop-down list: Equal to / Between / Higher than / Lower than
Once an option is selected, amount field(s) are displayed.

Select the time period for the transactions that you want to view. The options available in the drop-down list
are: Equal To / Between / After / Before

Total Amount

Time Period

The table below describes the columns available on the Transaction Report page:

Element Description

Cardholder Name Displays the cardholder’s name.

Account # The first 6 digits and the last 4 digits of the account number.
Posting Date The posting date of the transaction.

Transaction Date The transaction date.

Reference Number The transaction reference number.

Total Amount Total amount of the transaction.

Downloading the Transactions Report

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format

Excel

Text (tab spacing) format

Quicken (QFX)

Quickbooks (QBO)

YV VYV

To download the list, perform the following steps:

1. From the Transactions Report page, click the Download icon.

Transactions Report

Showing [10 V‘ Transactions m

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @} H ““’
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View Company Spend Restrictions

This feature allows you to browse, view, and download the spend restrictions.

To view a spend restrictions, perform the following steps:

1. From the Company Reporting page, click the View Spend Restrictions icon.

View Spend
Restrictions

a MGC Sublevel a Period v m Status v
u Cardholder Name Account
Manage Filters ~

2. The View Spend Restrictions page is displayed. All accounts that you have access to will be displayed. You can
use the search fields to filter the data.

View Spending Restrictions

Showing [10 | Spending Restrictions @

Company v Sublevel v Account ¥ Cardholder Name v Status v MGC ~ Period v

Note: The links in the MGC and Period columns redirect you to the Online Request page.

The table below describes the search elements available on the Merchant Group Codes page:

Element Description

MGC Select the MGC from the drop-down list

Hierarchy The level in the company hierarchy.

Sublevel Search by the sublevel in a company hierarchy.
This is the time period to apply to a Merchant Group Code definition. Select a time period from the

Period dropdown list: All / Cycle / Daily / Monthly / Other / Quarterly / Transaction (single purchase) /
Weekly / Yearly

Status Select the status from the drop-down list: Blocked / Closed / Open

Cardholder Name The cardholder’s name.

Account # Type the account number.

The below table describes the columns available in the Merchant Group Codes section:

Element Description

Company Displays the name and level in the company hierarchy.
Sublevel Displays the sublevel number.

Account # Displays the cardholder account number

Cardholder Name Displays the cardholder's name.

Status Displays the account status: Blocked / Closed / Open
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Element Description

Displays the two-digit MGC for which spending limits are set on an account, sublevel, or company. If you
MGC select an MGC hyperlink in this column, the Manage Merchant Group Codes Online Request page
appears.
The following time periods are displayed: C — Cycle / D — Daily / M — Monthly / O — Other /
Q — Quarterly / T - Transaction (Single Purchase) / W — Weekly / Y — Yearly
If you select a period hyperlink from this column, the Manage Spending Limits Online Request page
appears.

Period

Downloading the Spend Restrictions Report

You can download the search results to the following formats and financial software programs:
» Excel/Spreadsheet (.csv) format
» Excel
» Text (tab spacing) format

To download the list, perform the following steps:

1. From the View Spending Restrictions page, click the Download icon.

View Spending Restrictions

Showing [10 v| Spending Restrictions &

2. Click on the format option that you want and save the file to a specified location on your computer.

=1 &
All Columns F_s‘% _—T| s

View Merchant Group Codes

This feature allows you to browse, view, and download Merchant Group Codes (MGC).

To view Merchant Group Codes, perform the following steps:

1. From the Company Reporting page, click the View Merchant Group Codes icon.

View Merchant
Group Codes

a MGC MGC Description E MGC Detail

2. The Merchant Group Codes page is displayed. All accounts that you have access to will be displayed. You can
use the search fields to filter the data.
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Merchant Group Codes ~

Showing |10 v| Merchant Group Codes @

MGC ~» No of Accounts with MGC v MGC Description v MGC Detailv Company Levelv Sublevelv

The table below describes the search elements available on the Merchant Group Codes page:

Element Description

MGC This is the two-character code assigned to a Merchant Group Code (MGC). To browse, select a two-digit
MGC. Only merchant groups established for your company are available.

This is an entry field to search on an MGC description. Entering text in this field selects all entries that
contain the entered value.

This is an entry field to search on an MGC detail. Entering text in this field selects all entries that contain the
entered value.

MGC Description

MGC Detail

The below table describes the columns available in the Merchant Group Codes section:

Element Description

MGC The column contains hyperlinks to the Manage Merchant Group Code Online Request page
displaying all the MCC codes contained in the selected two-digit MGC.

This column displays the number of accounts within the specified company that have account level
restrictions for this MGC.

No of Accounts with MGC

MGC Description This column displays the description assigned to the established Merchant Group Code (MGC).
This column displays the MCCs belonging to a Merchant Group Code (MGC). An asterisk (*)
MGC Detail indicates that a partial list of MCCs is displayed in the column. In this case, select the two-digit code

from the MGC column for a complete list of MCCs available for the definition.

The values in this column show if the MGC is applied at the company level in the hierarchy: Y = Yes
N =No

The values in this column show if the MGC is applied at a company sublevel in the hierarchy: Y =
Yes N =No

Company Level

Sublevel

Downloading the Merchant Group Codes Report

You can download the search results to the following formats and financial software programs:
» Excel/Spreadsheet (.csv) format
» Excel
» Text (tab spacing) format

To download the list, perform the following steps:

1. From the Merchant Group Codes page, click the Download icon.
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Merchant Group Codes

Showing [10 v| Merchant Group Codes

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @} H “‘“

View Credit Lines

The View Credit Line page displays the details related to temporary and permanent credit lines.

To view Credit Lines, perform the following steps:

1. From the Company Reporting page, click the View Credit Lines icon.

]
i

Search Company / Company Reporting o a $ 1

e\/lew Credit Lines

The View Credit Lines section is displayed. All accounts that you have access to will be displayed. You can use
the search fields to filter the data.

View Credit Lines PN

N

Showing|10 v | credit lines
Company Hierarchy» Current Account Status v Account Typev Account #v Cardholder Namev Permanent Credit Limit v+ Cash Limitv Current Account Balance v
TEST COMPANY Open Billing 448467 S $0 $

TEST COMPANY Open Individual 448467 S $0 $

TEST COMPANY Open Individual 448467 $ $0 $

Note:  Use the Configure Columns icon to select the columns that you would like to see. There is a maximum of 8 columns
when viewing in Popular Card Manager but can download the list and see all available columns.

The table below describes the search elements available on the View Credit Lines page:

First Name Type the first name of the cardholder to display the cardholder’s information.

Last Name Type the last name of the cardholder to display the cardholder’s information.

Account Status Select the status of the account(s) from the drop-down list: All / Blocked / Closed / Open
Card Number Type the 16-digit account number or the last 4 digits to display the cardholder’s information.

The below table describes the columns available in the View Credit Line section:

Element Description

Company Hierarchy Displays the name of the level in the company hierarchy.
Current Account Status Displays the current status of the account: Blocked / Closed / Open
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Element Description

Account Type

Displays the type of account.

Card Number

Displays the masked 16-digit account number.

Cardholder Name

Displays the cardholder’s name.

Permanent Credit Limit

Displays the current permanent credit limit for the account(s).

Cash Limit

Displays the cash limit for an account(s).

Current Account Balance

Displays the outstanding balance on account(s).

Active Temporary Credit Limit

Displays the non-expired temporary amount by which the credit limit was
increased or decreased.

Active Temporary Credit Limit Increase Exp
Date

Displays the expiration date of the active temporary credit limit.

Active Temporary Credit Limit Requestor

Displays the User ID that requested the current temporary credit limit.

Temporary Adjusted Credit Limit

Displays the temporarily adjusted credit limit. Cardholders are assigned a
permanent credit limit and can receive a temporary credit limit increase. The
account’s permanent credit limit plus the amount of an active temporary credit
limit increase = a temporary adjusted credit limit.

Last Temporary Increase Amount

Displays the amount of the last temporary increase.

Last Temporary Increase Exp Date

Displays the expiration date of the last temporary increase amount.

Last Temporary Increase Requestor

Displays the User ID who requested the previous temporary credit limit
increase.

Last Temporary Increase Maintain Date and
Time

Displays the date and time the last temporary credit increase was modified.

Last Permanent Credit Limit Change Date

Displays the last date the permanent credit limit was changed.

Last Permanent Credit Limit Change Amount Displays the change in the amount of the permanent credit limit.

Downloading View Credit Lines

You can download the search results to the following formats and financial software programs:

» Excel/Spreadsheet (.csv) format
» Excel
» Text (tab spacing) format

To download the list, perform the following steps:

1. From the View Credit Lines page, click the Download icon.

View Credit Lines

Showing[10 v| credit lines

e &

All Columns @5

Configured Columns

[y = [Er

-

(=]

2. Click on the format option that you want and save the file to a specified location on your computer.
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Online Service Requests

Service Requests are requests made by Company Admin Users to FI Admin Users to take specific action on a
cardholder’s account. Service requests may be queued or real-time. Real-time requests are processed by the system
immediately, and queued requests are directed to the FI's Incoming Messages queue for further action.

Updates or change requests can be sent by an administrator using the Online Request feature. There are several
types of service requests, as described in the table below.

IMPORTANT!

= Online requests only display to a user if the security rights have been set to include the request types set up
by the financial institution.

Processing Allowed on

Service Request Type Description Multiple
Accounts

Add New Cardholder Request Creates a new cardholder account. Queued No

Add or remove PIN access on an account. A PIN

Add PIN Access mailer is sent to the cardholder’s address. Queued Yes
Address and Phone Change Submit an address and/or phone number change. Real-time Yes
Card Activation Request Activate a card. Real-time Yes
Orders a replacement credit card for a .
Card Replacement Request commerciallbusiness cardholder. Real-time Yes
Change Credit Limit Changes the permanent or temporary credit limit on Real-time Yes
a commercial cardholder account.
Closes the card account and prevents .
Close Account Request authorizations and account reissue. Real-time / Queued Yes
Manage Employee ID Change an employee ID. Real-time / Queued Yes
Order New PIN Request a new PIN for an account. Real-time / Queued Yes

NOTE: If you have submitted a service request or online message for an account, you can view the response in your message
inbox. If you have more than one account linked to your username, you will see incoming messages for all your accounts.

Accessing Online Service Requests

To access the Online Request page, perform the following steps:

1. Click the Company Management icon and then the Search Company icon.

Company H

Management
Search
Company

2. The Company Search screen is displayed. Enter the search criteria and click Search. The Company Search
Results page is displayed.
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Company Search English ~

u Company Id u Company Name Select Status v
Manage Filters ¥

Company Search Results

Showing (10 | Companies

Company v Company Name ~ Status Actions

00100320 TEST COMPANY Open Q ﬂ a a

3. Click the Online Request icon for the company that you want to submit an online request for.

Company Search Results ~

Showmg‘]O v| Companies

Company v Company Name ¥ Status Actions

00100320 TEST COMPANY Open a & E o a

Note: All the companies that you have access to will appear in the Company Search Results section. You will only need to
search for the company if you want to limit the number of companies displayed in the results.

4. The Online Request page is displayed.

Search Company / Online Requests o A $ 1 ~ E3 ) English~

E Search Cardholder
Online Message Inquiry @

[ 4__' Transaction Inquiry ] [ e Account Inquiry J [ = Program Inquiry ] [ . Report a Web Site Issue ]
J Online Support Question ! Other Inquiry
(Howdo I?)

Note: If you do not have access to the Online Request feature, contact your Financial Institution Administrator. Depending
on your security rights, you may or may not see all the Online Request types shown here.
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Search for an Account from the Online Service Request Screen

To search for an account before making any Online Requests or Online Message, enter the cardholders name in the
Search field on the Online Requests page and select the online request to complete.

Search Company / Online Requests (2] L $ 1 ~ B2 ) English~

E Search Cardholder
Online Message Inquiry @

[ .__' Transaction Inquiry ] [ e Account Inquiry J [ = Program Inquiry ] [ - Report a Web Site Issue ]

(How do I?)

[ J Online Support Question ] [ ! Other Inquiry ]

Note:  Once you begin typing the cardholder name in the search field, a drop-down menu displays with names that match
the typed in criteria. To do a wildcard search, enter %% in the Search Cardholder field and a list of accounts will
appear in the drop-down.

Tracking Online Service Requests

You can track online requests that have been submitted. You can view the Tracking Online Request section by
scrolling to the bottom of the Online Request page.

Search Company / Online Requests -] a $ 1 = 8 ) English~

Online Message Inquiry @
(Howdo)

Tracking Online Request @

showing[10 v]
u v u M

n Date R v

Requestibe  CompanyID > Account Number = Cardholder Name » Usemame > Request Type + Request Date v Request Status »

Submitted

09/22/201255
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The table below describes the filter elements for Tracking Online Requests:

Element Description

Select Approval Status Select the approval status from the drop-down list: All, Approved, AutoApproved, Submitted
Select Online Request Select the online request type from the drop-down list. The online requests that you have access
Type to will appear in the drop-down.

Select a date option from the drop-down list: All, Equal to, Between, After, Before. Once you select

Select Date Range an option, another field(s) will appear to enter the date(s).

Completing Online Service Requests

IMPORTANT!
=> If your card program has multiple hierarchy levels defined, be sure to validate the hierarchy level you have selected to
ensure that account is available to be selected.
= Some online requests and drop-down options only display to a user if the financial institution has set the permissions to
include them.
= The Add More button on the online request page will allow you to add additional cardholders to that request if the
financial institution has enabled that option.

Add New Cardholder Request

The Add New Cardholder Request creates a new cardholder to a commercial or business card program.

IMPORTANT!
= Validate the hierarchy level selected, if the commercial card program has multiple hierarchy levels.
= Select the correct product for the new account if there are multiple commercial card products in the program.

To complete the Add New Cardholder online request, perform the following steps:

1. From the Online Requests page, select Add New Cardholder Account.

Online Requests @

& Add New Cardholder Request 4 Address and Phone Change =m Change Credit Limit T_-l Request Replacement Card & Change Cardholder
Authorization Block
o (] o
@ View Full Account Number Close Account Request am Manage Spending Restriction ' Order New Pin am Card Activation Request
] M
am Manage Employee Id

2. The Add New Cardholder page is displayed. Complete all the necessary fields on the page.
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Sublevel ID/Name Product

v E Select v

Cardholder Details @ ~

( v
Auto Enrollment @ ~
7

m Eance

Note:
» Some toggles open additional fields once they are selected.
»  The Home Phone field should contain the phone number to best contact the cardholder.

3. Type in the Memo field to post questions or comments about the request and click Submit.

Note:  The information entered in the Memo box, if configured for real time processing, will not be reviewed by the
financial institution.

4. The review page is displayed. Review the information and click Confirm.
Note:  You can click Edit to return to the Add New Cardholder page and enter the new information.

5. A Successfully Submitted notification will appear.

The table below describes the elements of the Add New Cardholder page:

Element Description \
Sublevel ID Displays the unique number and name assigned to sublevels set up for the company. Select a
company sublevel ID/name from the drop-down list where the cardholder is located.
Product Select the product/sub-product from the drop-down list.
Product Details Section
PIN Access Click to issue a PIN for the account. Note: This field does not display if the company is not set up for
cash access.
Credit Limit Type the total amount of approved credit for the cardholder account.
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Type Processing

Description

Select a code from the drop-down list that defines the type of account added. If the institution has a
default Type Processing set up on the card processing system, the field defaults to that value and
cannot be changed.

Order Plastic Now

Click to order a plastic for the account. Once you click Order Plastic Now, an additional field appears:
> No of Plastics — Type the number of plastics to order for the cardholder.

Important! If the Order Plastics Now option is unchecked, the Number of Plastics is set to 0 and a card
will not be issued.

Cardholder Details Section

Details

Prefix Type any optional prefix used at the beginning of a cardholder's name. The values entered in the Prefix,
First Name, Middle Name, Last Name and Suffix fields cannot exceed a total of 25 characters.

First Name Type the cardholder’s first name. The values entered in the Prefix, First Name, Middle Name, Last
Name and Suffix fields cannot exceed a total of 25 characters.

Note: Virtual defaults as the first name if the Virtual Account box is checked.

Middle Name Type the cardholder’s middle name, if applicable. The values entered in the Prefix, First Name, Middle
Name, Last Name and Suffix fields cannot exceed a total of 25 characters. Note: Account defaults as
the middle name if the Virtual Account box is checked.

Last Name Type the cardholder’s last name. The values entered in the Prefix, First Name, Middle Name, Last
Name and Suffix fields cannot exceed a total of 25 characters. Note: Type a company or account
specific last name for a Virtual Account.

Suffix Type any optional suffix used at the end of a cardholder's name. The values entered in the Prefix, First
Name, Middle Name, Last Name and Suffix fields cannot exceed a total of 25 characters.

Employee ID Type the optional employee’s identification number.

Emp Cost Center

Type the employee’s cost center. If your company is set up on the card processing system with a
default Employee Cost Center, the field defaults to that value, but it may be updated.

SSN or Tax ID

Type either the cardholder’s Social Security Number or Tax ID number. This number is often used to
activate the new card. If your company is set up on the card processing system with a default
Cardholder SSN/Tax ID, the field defaults to that value.

Mothers Maiden Name

Type information used for cardholder verification.

Date of Birth

Type the selected cardholder’s birthdate in MM/DD/YYYY format. Note: This can be an optional or
required field, depending on your financial institution’s implementation.

Primary Address

Address Line 1

Type the address for all plastics, correspondence, and statement if Statement Address is not noted. If
your company is set up on the card processing system with the option to use the Company’s Primary
Address as the Cardholder’s Primary Mailing Address, the address fields default and the Company
Admin will not be able to update the Primary Address fields.

Address Line 2

Type any additional address information in this optional field.

Address Line 3

Type any additional address information in this optional field.

City Type the cardholder’s city of residence.

State Select the cardholder’s state of residence from the drop-down list. If entering a Canadian address,
select the Province from this list. This is a required field for U.S. or Canadian addresses

Zip Code Type the cardholder’s ZIP Code. This is a required field for U.S. or Canadian addresses.

Foreign Address Click to indicate a foreign address. Select the country from the drop-down list.

Important! Requests that involve foreign addresses may be processed as a queued request
depending on the option chosen by your financial institution. Canadian addresses are not foreign
addresses. Enter the Canadian address the same as a U.S. address.

Statement Address
same as Primary
Address

Click to indicate that the statement address is the same as the primary address. The Statement
Address section will only appear if this toggle is not turned on.

Statement Address

Address Line 1

Type the address for mailing statements to a different address.
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Element Description
Address Line 2 Type any additional statement address information in this optional field.
Address Line 3 Type any additional statement address information in this optional field.
City Type the city for the statement address.
State Select the state for the statement address from the drop-down list. If entering a Canadian address,
select the Province from this list. This is a required field for U.S. or Canadian addresses.
Zip Code Type the statement address Zip Code. This is a required field for U.S. or Canadian addresses.
Foreign Address Click to indicate a foreign address. Select the country from the drop-down list.

Important! Requests that involve foreign addresses may be processed as a queued request depending
on the option chosen by your financial institution. Canadian addresses are not foreign addresses. Enter
the Canadian address the same as a U.S. address.

Phone

Mobile Phone Type the cardholder’s mobile phone, if applicable.

Business Phone Type the cardholder’s business phone number. Note: This can be an optional or required field,
depending on your financial institution’s implementation.

Home Phone Type the cardholder’'s home phone number or the best number to reach the cardholder. This could be a
cell phone.

Other Phone Type the cardholder’s alternate phone number, if applicable. If your company is set up on the card

processing system with a default work phone, the Other Phone field populates with that default value.
The default value may be updated.

Other Phone Type Select the type of phone number being entered in the Other Phone Type from the drop-down list. If
your company is set up on the card processing system with a default work phone, the Other Phone
Type field populates with a value of B-Business. The default value may be updated.

Rush Card Details Select to enable additional fields.

Signature Required Click if a signature is required for delivery. Your financial institution may have this option set so that it is
automatically enabled, and the user is unable to update it.

Shipping Instructions Select from the drop-down list to choose the card shipping instructions.

Contact Phone Type a contact phone number.

Special Instructions Add additional information regarding the delivery instructions for the rush card.

Card Mailing Address Select from the drop-down list where the rush card is mailed. This is only required when Rush Card

Delivery is requested.
Contact Phone Extension The phone extension is optional.
Card Mailing Address

Address Line 1 If Other Address is selected, type an alternate address to send the rush card.

Address Line 2 If Other Address is selected, type any additional alternate address information in this optional field.
Address Line 3 If Other Address is selected, type any additional alternate address information in this optional field.
City If Other Address is selected, type the city for the alternate address.

State If Other Address is selected, select the state for the alternate address from the drop-down list.

Zip Code If Other Address is selected, type the alternate address Zip Code.

Foreign Address If Other Address is selected, click to indicate a foreign address. Select the country from the drop-down

list. Important! Requests that involve foreign addresses may be processed as a queued request
depending on the options enabled by your financial institution.

Auto Pay This function is sent real time if it is added when setting up a new cardholder. If it is added later, it is
queued to the institution.

Auto Pay Details Select to enable additional fields.

Autopay Account Type Select the Account Type from the drop-down list: D — Checking / S — Savings.

Bank Account Name Type the name of the institution that receives the debit transaction for an automatic payment.

Bank Account Number Type the checking or savings account number from which the system drafts the automatic payment.

Routing Transit Number Type the routing number for the institution from which the system drafts the automatic payment.
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Element
Auto Pay Option

Description
Select the auto pay option from the drop-down list.

Frequency Select the frequency of the automatic payments from the drop-down list.

Day If the Monthly frequency is selected, this indicates the number of calendar days after the statement
billing date that the auto payment is processed. If the Specific Date frequency is selected, this is the
actual date the auto payment is processed.

Percentage Select the percentage of the account's balance that is used to calculate the automatic debit. This field

is only required when the value P is selected from the Auto Pay Option field.

Fixed Amount

Type the fixed amount of the automatic debit. This field is only required when the value A is selected
from the Auto Pay Option field.

Auto Enroliment

This section only appears when auto enrollment into MyPopularCards.com/MyCardStatement is
allowed by the financial institution. Note: These fields do not display if Auto Enrollment into
MyPopularCards.com/MyCardStatement is not enabled.

Auto Enroliment Details

Select to enable additional fields.

Email

Type the email address where MyPopularCards.com/MyCardStatement enroliment email notification is
sent.

Username

Type in the username.

Password

Type a temporary password for this account’s access into MyPopularCards.com/MyCardStatement.

Verify Password

Re-type the temporary password for this account’s access into
MyPopularCards.com/MyCardStatement.

Memo

The information entered here by the user is posted to the card processing system as a memo. Only
the financial institution can view it in the card processing system.

Address and Phone Change

To complete an address and/or phone number online request, perform the following steps:

1. From the Online Requests screen, select Address and Phone Change.

Online Requests (i )

& Add New Cardholder Request || “ff Address and Phone Change == Change Credit Limit 2 Request Replacement Card | | & Change Cardholder
Authorization Block
o ] o
@ View Full Account Number Close Account Request & Manage Spending Restriction ® Order New Pin & Card Activation Request

& Manage Employee Id

2. The Address and Phone Change screen displays. Enter the cardholder’s name. One you enter the cardholder’s
name, the Submit button will appear.

Address And Phone Change PS

Cardholder Name (Account
Number)

h Cardholder

Request Type Primary Address Statement Address Memo Actions

Address And Phone C v n

Note: Once you enter the cardholder’s name, the Submit button will appear.
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3. Select the request type from the drop-down menu and add a note to the Memo field. The request type drop-down
options are:
» Address Change — When selected, the primary and statement address fields are displayed.
» Phone Change — When selected, the phone number fields are displayed.
» Address and Phone Change — When selected, the phone number, primary address and statement
address fields are displayed.

a. Phone Change Request — Change or add the phone number in the appropriate field and click Submit.

Address And Phone Change

|

Cardholder Name (Account Request Type Primary Address Statement Address Memo Actions

Number) - . z n
Phone Change v

o

b. Address Change Request — Update or add the address in the appropriate Primary Address and/or
Statement Address fields and click Submit.

Address And Phone Change -

Cardholder Name (Account Request Type Primary Address Statement Address Memo Actions
Number) - — — n
Sta v tal Cod:
3 [ ]
Statornent Address same as Primary Address Y
St v tal d
an Ad [ ]
E3 I

c. Address and Phone Change Request — Update and/or add the new phone number and address. Click
Submit.

Address And Phone Change ~

Cardholder Name (Account Request Type Primary Address Statement Address Memo Actions

Number) A . - u
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4. The review page displays. Review the information and click Confirm.

Address And Phone Change ~
Cardholder Name (Account Request Type Primary Address Statement Address Memo Actions
Number)

— Phone Change v ‘Tesl ‘ n

Phone Number

Mobile Phone: 1234567890 ‘ Business Phone: 3usiness Phone Home Phone:

Other Phone Other Phon |

5. The Successfully Submitted screen will display if the request was successfully submitted.

v Successfully Submitted

Change Personal Info

Note:  This Service Request is a real-time process and the Memo field serves as a notation.

Card Activation Request

To complete the Card Activation online request, perform the following steps:

1. From the Online Requests screen, select Card Activation Request.

Online Requests @

= Add New Cardholder Request [ “f Address and Phone Change ] [ == Change Credit Limit ] [ 121 Request Replacement Card] [ & Change Cardholder ]

Authorization Block

[ @ View Full Account Number ] [ B3 Close Account Request ] & Manage Spending Restriction | @ Order New Pin & Card Activation Request
& M Employee Id
& Manage Employee

The Card Activation Request screen displays. Cards Pending for Activation are displayed below the Card
Activation Request section. Click the icon next the name in the Cards Pending for Activation list or enter the

cardholder’s name, select Activate from the Select Card Activation drop-down menu and add a note to the
Memo field. Click Submit.

Card Activation Request

Cardholder Name Account Number Current Status Memo Actions

Memo 0

[search cardholder ]

Cards Pending for Activation ~

Showmg‘ 10 V} Cards Pending for Activation

No Record Exists
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Note: Once you enter the cardholder’s name, the Submit button will appear.

If you enter a cardholder’s name and their card is active or the card is not eligible, a new section will appear
showing the Ineligible Accounts.

Ineligible Accounts

Cardholder Name Account Number Reason

MARIA SMITH 4m Th
this request.

lected account is not eligible to process

The review page is displayed. Review the information and click Confirm.

Card Activation Request

Cardholder Name Account Number Current Status Memo Actions

—

3. The Successfully Submitted screen will display if the request was successfully submitted.

Successfully Submitted
Card Activation

v

Card Replacement Request

The Card Replacement Request allows you to request replacement credit cards for existing commercial cardholders.
This feature is not intended for lost or stolen accounts.

IMPORTANT!
= If you are trying to report a card lost or stolen, or to report fraud, please contact your Financial Institution’s Administrator
Immediately.

To complete the Request Replacement Card online request, perform the following steps:

1. From the Online Requests screen, select Request Replacement Card.

Online Requests @

&, dd New Cardholder Request ( o hgdressand mm.m,,,gcJ == Change Credit Limit [m, Request ncpmum.de & Change Cardholder J

Authorization Block

[@W;Mmmmm ] ( B3 Close Account Request J & Manage Spending Restriction | @ Order New Pin & Cord Activation Request
e ——]

2. The Card Replacement Request screen displays. Enter the cardholder’s name.

This process should not be used to report a card Lost or Stolen. If you feel that this account has been Lost, Stolen, or Compromised, please contac
your Financial Institution immediately to have the account blocked and a new card issued

Card Replacement/ Services Request @

Cardholder Name Account Number Reason Actions

Note: Once you enter the cardholder’s name, the Submit button will appear.
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3. Complete the Reason field and type a note in the Memo Field. Click Submit.

Card Replacement/ Services Request @

Cardholder Name Account Number Reason Memo Actions

MARIA SMITH 42n Damaged Card| v Memo n

Note:  You can select a reason from the drop-down menu, or you can type a reason in the Reason field.

4. The review page is displayed. Review the information and click Confirm.

Card Replacement/ Services Request (i )

Cardholder Name Account Number Reason Memo Actions

MARIA SMITH 421 Damaged Card test

The Successfully Submitted screen will display if the request was successfully submitted.

Note: It may take up to 48 hours for the request to take effect. If you have any questions, contact your Financial Institution’s
Administrator.
Change Credit Limit

The Change Credit Limit online request allows you to request an increase or decrease in a cardholder's credit limit in
real time.

To complete the Change Credit Limit online request, perform the following steps:
1. From the Online Requests screen, select Change Credit Limit.

Online Requests @

Authorization Block

[ @ View Full Account Number ] [ B3 Close Account Request ] & Manage Spending Restriction | @ Order New Pin & Card Activation Request
& M Employee Id
& Manage Employee

& Add New Cardholder Request [ “«f Address and Phone Change [ == Change Credit Limit ] 121 Request Replacement Card] [ & Change Cardholder ]

2. The Change Credit Limit screen displays. Enter the cardholder’s name.

Change Credit Limit

Cardholder Name (Account#) Memo Request Type New Credit Limit Expiration Date Actions
Permanent Credit Lir v New Credit t n
Account status: Updated On:N/A Current Credit Limit Last Permanent Credit Limit:
$ $

Note: Once you enter the cardholder’s name, the Submit button will appear.
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3. Complete the Memo, Request Type and New Credit Limit fields. Click Submit.

Change Credit Limit

Cardholder Name (Account#) Memo Request Type New Credit Limit Expiration Date Actions
MARIA SMITH (4211) Permanent Credit Lin v New Credit Limit n
Account status: Updated On: Current Credit Limit: Last Permanent Credit Limit:

Open 10/15/2020 $100 $1000

[ [En

If you selected Temporary Credit Limit, the Expiration Date field appears and must be completed prior to
clicking Submit.

Change Credit Limit

New Credit Limit

Cardholder Name (Account#) Memo Request Type Expiration Date Actions

Temporary Credit Limit:

MARIA SMITH (4211) Memo Temporary Increase Civ New Credit Limit

Account status: Updated On:N/A Temporary Adjusted Credit

Open Limit %o .

Updated By: S

Last Temporary Credit Limit:

Last Temporary Expiry
Date:N/A

Current Temporary Expiry
Date:N/A

Note: The Request Type field options are based on the security settings set up by the Financial Institution.

4. The review page displays. Review the information and click Confirm. A confirmation message is displayed.

Note:
» This Service Request is a real-time process and the Memo field serves as a notation.
» It may take up to 48 hours for the request to take effect. If you have any questions, contact your Financial Institution’s
Administrator.

The table below describes the elements of the Change Credit Limit online request.

Element Description

Memo Insert a note regarding the request
Request Type Select the request type from the drop-down list.
New Credit Limit Type the new credit limit in whole dollar amounts only.

Expiration Date

This field appears when Temporary Credit Limit Increase is selected. Type the date the temporary
credit limit should expire. Format is MM/DD/YYYY

Updated By

Displays the Administrator’s User ID who requested the change.

Updated On

Displays the date the permanent or temporary credit limit was last changed.

Current Cr Limit

Displays the current credit limit.

Last Permanent Cr Limit

Displays the previous permanent credit limit amount when permanent credit limit Increase is selected

Temp Adj Cr Limit

Displays the cardholders assigned (permanent) credit limit plus the (increased by) temporary credit
limit amount.

Last Temp Cr Limit

Displays the previous temporary credit limit amount.

Last Temp Exp Date

Displays the previous temporary credit limit expiration date.
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Change Credit Limit Restrictions

IMPORTANT!
=>» Do not process this request if the account is in a Closed or Blocked status.

These restrictions prevent the change credit limit service request from being submitted under any of the following
conditions for Individually Billed, Billing Accounts, and Centrally Billed Accounts:

» Requested credit limit change cannot exceed the company limit.

» Requested credit limit change must be different than the cardholder’s current credit limit.

» If the Service Request is unable to be completed in a real time manner it will be routed to the Financial
Institutions Incoming Messages queue to be worked.

Current Temporary Credit Limit Option

If an account selected has an active (not expired or deleted) temporary credit limit, the active temporary limit is
displayed in the Current Temp Limit field on the Change Credit Limit online requests page. The Current Temp
Limit field allows the Admin the ability to change the amount, but this does not require entry of a new expiration
date. The Current Temp Exp Date field allows the Admin the ability to change the date but does not require entry
of a new limit.

Active Temporary Credit Limit Indicator

An active temporary credit limit indicator T displays next to the credit limit any time the account has an active
temporary credit limit. If you place the cursor over the indicator, a message displays stating there is an active
temporary credit limit increase on this account.

Close Account Request

The Close Account online request allows you to request to close a commercial card account in real time. This
prevents future authorizations and account reissue.

IMPORTANT!
=>» This feature is not intended for lost or stolen accounts. For a lost or stolen account, contact the phone
number provided by the institution.
To complete the Close Account online request, perform the following steps:

1. From the Online Requests screen, select Close Account Request.

Online Requests (i )

; Add New Cardholder Request 4 Address and Phone Change t=m Change Credit Limit 1'_1 Request Replacement Card ; Change Cardholder
Authorization Block
® o (] [
View Full Account Number Close Account Request am Manage Spending Restriction ¥ Order New Pin am Card Activation Request
S M:
am Manage Employee Id

2. The Request to Close Accounts page isdisplayed. Enter the cardholder’'s name.
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This process should not be used to report a card Lost or Stolen. If you feel that this account has been Lost, Stolen, or Compromised, please contact your
Financial Institution immediately to have the account blocked and a new card issued

Request To Close Accounts @

Cardholder Nime Account Number Reason Actions

Note: Once you enter the cardholder’s name, the Submit button will appear.

3. Select the Reason for closing the account, type a question or comments in the Memo field and click Submit.

Request To Close Accounts @

Cardholder Name Account Number Reason Memo Actions

MARIA SMITH 42n Rea n

Note: You can select a reason from the drop-down menu, or you can type a reason in the Reason field.

4. The Request to Close Account review page displays. Review the information and click Confirm.

Request To Close Accounts (; )

Cardholder Name Account Number Reason Memo Actions

MARIA SMITH 4m No Longer Employec test

5. A confirmation message is displayed.

Note:
» This Service Request is a real-time process and the Memo field serves as a notation.
» The request is transmitted immediately but it may take up to 48 hours to process.
» To reopen a closed account, contact the financial institution.

Manage Employee ID

The Manage Employee ID online request allows you to edit and/or delete an existing employee ID number. To
complete the Manage Employee ID online request, perform the following steps:

1. From the Online Requests screen, select Manage Employee ID.

Online Requests @

& Add New Cardholder Request [ “f Address and Phone Change ] [ = Change Credit Limit ] [ 11 Request Replacememcavd] ( & Change Cardholder ]

Authorization Block

( @ View Full Account Number ) [ E3 close Account Request ] & Manage Spending Restriction @ Order New Pin & Card Activation Request
& M Employee Id
& Manage Employee

2. The Manage Employee page isdisplayed. Enter the cardholder’s name.
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Manage Employee

Cardholder Name Account Number Employee ID Memo Actions

Note: Once you enter the cardholder’s name, the Submit button will appear.

3. Enter the new Employee ID in the Employee ID field. Type a note about the request in the Memo field and click

Submit.
Manage Employee
Cardholder Name Account Number Employee ID Memo Actions
MARIA SMITH 42n MSMITH Memo D

Ea)—) e

4. The review page displays. Review the information and click Confirm.

Manage Employee
Cardholder Name Account Number Employee ID Memo Actions
MARIA SMITH 42m MSMITH1 test

5. A confirmation message is displayed.

Note: It may take up to 48 hours for the request to take effect. If you have any questions, contact your Financial Institution’s
Administrator.

Order New PIN

The Order New PIN online request creates new PIN request or creates a new PIN in the event of the PIN being
lost or stolen. To complete the Order New PIN online request, perform the following steps:

1. From the Online Requests screen, select Order New Pin.

Online Requests @

& Add New Cardholder Request { “f Address and Phone Change ] [ == Change Credit Limit ] [ 11 Request Replacement Cavd] [ & Change Cardholder ]

Authorization Block

[ @ View Full Account Number J [ B3 Close Account Request ] & Manage Spending Restriction |~ ® Order New Pin & Card Activation Request
@ o eE
& Manage Employee Id

2. The Order Pin screen displays. Enter the cardholder’'s name.

Cardholder Name Account Number Request Code Memo Actions

Select Request Code v D
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Note: Once you enter the cardholder’s name, the Submit button will appear.

3. Select New PIN or Send Reminder from the Select Request Code field drop-down menu. Add a note in the
Memo field explaining your actions and click Submit.

Cardholder Name Account Number Request Code Memo Actions

der Select Request Code v n

4. The review page is displayed. Review the information and click Confirm.

Cardholder Name Account Number Request Code Memo Actions

B Test

5. A confirmation message is displayed.

Online Message Types

Online Messages allow Company Admin Users and cardholders to submit a free-form message or inquiry to the FI.
Message Types are used to sort messages in the Incoming Message queue so that the Fl can easily identify and
address different types of messages, such as account inquiries or messages reporting website issues.

The available online message types include:
> Account Inquiry

Transaction Inquiry

Commercial Card Program Inquiry

Online Support Question (How do 1?)

Report a Website Issue

Other Inquiry

- PR
Online Requests @

&, id New Cardhoider Request L‘y Mn.m.;m:mﬂ”wn,n] L,. Change Credit Limit ] ‘ = ;m..m.:m,,mmmmj

YV VY YVYYV

[ & Change Cardholder J [ @ View Full Account Number J [ B3 Close Account Request J & Manage Spending Restriction

Authorization Block

® Orer NewPin [; Card Activation Request J [ Y 1] J

Online Message Inquiry @

[.—_~ T J {g ST J [; EeTEr J ( TR Reporta Web Site lssue ]

[J Oniine Support Question [g Other Inquiy ]

(How do 17
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Report a Website Issue

Report a Website Issue is an online message system used by the cardholder to report any website issue. To submit a
Report a Website Issue, click the Report a Website Issue icon and complete the highlight fields that are displayed.
Click Send once you have completed the fields.

Online Message Inquiry @

[.—_n“ ][eky ][; Progrem inqulty [nyau ] &) online Support Question ]

View History Details

Note: You can click View History Details to view the message sent history.

Transaction Inquiry

Transaction Inquiry is an online message system used to make any inquiry on cardholder transactions. To submit a

Transaction Inquiry, click the Transaction Inquiry icon and complete the highlight fields that are displayed. Click Send
once you have completed the fields.

Online Message Inquiry @

[ 2 Transaction Inquiry ] © Account inquiry ] { == Program Inquiry ] { M8 Report a Web Site issue ] ( &7 Online Support Question ]

(How do I?7)
¥ OtherInquiry

View History Details

Note:  You can click View History Details to view the message sent history.
Account Inquiry

Account Inquiry is an online message system used to make any inquiry on the cardholder's account. To submit an

Account Inquiry, click the Account Inquiry icon and complete the highlight fields that are displayed. Click Send once
you have completed the fields.

Online Message Inquiry @

[.—_o Transaction Inquly [9 AT ] e ] [ MR Report a Web site fssue ] [_} & e ]

(Howdo )
¥ other Inquiry

View History Details

Note:  You can click View History Details to view the message sent history.
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Commercial Card Program Inquiry

Commercial Card Program Inquiry is an online message system used to make any inquiry on the cardholder's
commercial card program. To submit a Commercial Card Program Inquiry, click the Program Inquiry icon and
complete the highlight fields that are displayed. Click Send once you have completed the fields.

Online Message Inquiry @

[: J[g ‘‘‘‘‘ ]‘Ip ] e rermE—n ]

Y or iy

[ sera [ view risory oetais

Note:  You can click View History Details to view the message sent history.

Other Inquiry

Other Inquiry is an online message system used by the cardholder to make any other inquiry. To submit an Other
Inquiry, click the Other Inquiry icon and complete the highlight fields that are displayed. Click Send once you have
completed the fields.

Online Message Inquiry @

View History Details.

Note:  You can click View History Details to view the message sent history.

Online Support Question (How do 1?)

Online Support Question is an online message system used to support the cardholder's online queries. To submit an
Online Support Question, click the Online Support Question (How do 1?) icon and complete the highlight fields that
are displayed. Click Send once you have completed the fields.

Online Message Inquiry @

{ = Transaction Inquiry ] [ O Account Inquiry ] { == Program Inquiry ] [ M8 Report a Web Site issue [ o7 Online Support Question ]

(How do I7)
¥ other inquiry

View History Details

Note:  You can click View History Details to view the message sent history.
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Spend Restrictions

Depending on your user security profile, you can manage spending restrictions for your commercial card program.
Start with Merchant Group Code (MGC) definitions to manage spending restrictions. An MGC definition contains
a specific category of Merchant Category Codes (MCCs). Refer to the Online MCC List for the available codes
and choose the MCCs to include in an MGC definition. These definitions must be included before the spending
limits are set.

Spending limits are rules that limit card usage by the dollar amount, the number or transactions within an MGC
definition, or both. Commonly, spending limits are set up with a decline response. Transactions that qualify for
MGC definitions that violate transaction amount or count criteria are not authorized. You can establish spending
limits for a time period that you can determine or select a time period from a drop- down list.

Spending limits are set for a company, sub level or cardholder account. Set the initial spending limit for at least one
period. Adding limits for other periods is considered a change or modification. In addition, the same MGC is then
displayed for all time periods. The amount, count, and response criteria, however, can remain undefined, and differ
from the other time periods.

If a sub level or cardholder account spending limit is added to a company, be sure to set up all criteria that must be
applied at each level. The system applies the spending limit to the lowest level it finds. For example, a company
hierarchy can consist of a company, and one or more sub levels. Cardholder accounts can be set up under a
company, or under any sub level. A spending limit set for a cardholder account takes precedence over sub level
and company limits, and a spending limit set for a sub level takes precedence over one set for a company.

If an MGC definition is deleted from a spending limit, the definition is removed from every time period. If the spending
limit to an MGC definition is to be applied for one period, but not another, leave the Transaction Amount, Transaction
Count, or Response Code fields blank for the MGC definition for the period that the spending limit does not apply to.
If criteria already exist for an MCG definition, delete the criteria but keep the MGC definition. The MGC definition

can be deleted only if the plan is to eliminate all spending limits for that definition for all time periods by selecting

the Delete All Spending Limits option. If all the spending limits for a particular cardholder account, a sub level, or

a company is to be removed, delete these limits. A spending restriction can be deleted from one-time period only.

In this case, the Transaction Amount, Transaction Count, and Response Code for all the groups under that time
period must be deleted.

» MGC definitions can be set without applying spending criteria to approve or decline transactions with the
Exclude MGC option.

> You can approve or decline transactions for undefined MCCs with the Other Merchants option.

» An MCC add/change/delete or a Spending Limit add/change/delete is passed to the Incoming Messages
Queue if the request is unable to be processed in a real-time manner.

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Manage Spend Restrictions Online Request

Based on the administrative access, company administrators can implement authorization restrictions to manage the
risk of their commercial card programs. The access to manage codes and restrictions is based on administrative
access set by the financial institution.

Administrative access is one of the following:
> No access — The institution is creating the groups and restrictions on your behalf
> Access to Manage groups and/or restrictions, (Add, Change, or Delete)
> View Only access
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The institution may create groups of codes on the request made, or own groups can be created. Based on the admin
group and company access, the admin can:

> Create groupings of Merchant Category Codes (MCG)
» Restrict spending to that group, or to all merchants except that group
> Set # and $ restrictions to that group
Spending Restrictions are set by:
» Cardholder, Sub level, or Company
» Time Period
> Frequency (#) and Amount ($)
Authorization requests are declined if a request:

> Exceeds the Count
» Exceeds the Amount
> |Is from a restricted MCG

Two features work together to enable and establish spending limits and general criteria for approving or declining
transactions:

» Manage Merchant Group Codes (MGC)
» Manage Spending Limits

Note: All changes made to company and cardholder spending limits are processed on a real time basis. If an error prevents a
submission in real time, the request is submitted to the institution’s Incoming Messages queue for manual review and
update.

To implement authorization restrictions, perform the following steps:

1. From the Company Search Results page, click on the Online Request icon.

Company Search Results ~
Showing‘w VI Companies

Company v Company Name ¥ Status Actions

00100320 TEST COMPANY Open (& ] E ofs]

2. The Online Requests page is displayed. Click the Manage Spending Restriction icon.

Online Requests @

= Add New Cardholder Request | | “ff Address and Phone Change == Change Credit Limit 11 Request Replacement Card & Change Cardholder
Authorization Block

[ @ View Full Account Number ] [ E3 Close Account Request & Manage Spending Restriction | | @ order New Pin & Card Activation Request
& M Employee Id
& Manage Employee

3. The Merchant Restriction page is displayed.
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cs Overview
Merchant Restriction Overview

ures and the various actior

Manage Spending Limits
This

at it finds. A Spending Lin ublevel and Company limits, and a Spending Limit set for a Subleve

adding Sublevel or Cardh

hat you would like to be applied at that level.

Even though these options appear under each Spending frequency, there is only one Exclude MGC and Other Merchants setting for your Company, each Sublevel and each cardholder account

IMPORTANT!

= Some online requests only display to a user if the permissions have been set to include the request types set
up by the financial institution.

Merchant Restrictions Overview

If you select the Manage Spending Restrictions from the online service request types, the Merchant Restrictions
Overview page appears. Please review this to understand how the process works in Popular Card Manager.

The below table describes the elements of the Merchant Restriction page:

Element Description

Merchant Restriction Overview This section shows general information about the Manage Spending Restrictions option.

Click this option to view, modify, delete, and add Merchant Group Code (MGC)
definitions.

Click this option to view, modify, delete, and set spending (velocity) limits for an MGC
definition, or set general criteria for approving or declining an MGC or MCCs.

Merchant Group Code

Manage Spending Limits

Merchant Group Codes (MGC)

Manage Merchant Group Codes

Merchant Group Codes (MGCs) contain the Merchant Category Codes (MCCs) to include in or exclude from
Spending (Velocity) Limits, which are group restriction parameters. Access the Manage Merchant Group Codes
page to create one or more groupings of Merchant Category Codes. After the groups are added, you can place
restrictions on the groups.

1. From the Merchant Restriction page, select Merchant Group Code

e Merchant Group Code ]
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2. The Merchant Group Code is displayed.

Manage Merchant Group Code
Merchant Category Code List Create New MGC m Delete All

Merchant Group Code Description

MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries

Memo

The below table describes the icons available on the Manage Merchant Group Code section:

Icon Description

Displays the MCC list including the MCC Code, Description and the date updated.

Create New MGC Click to create a new Merchant Group Code

Submit Submits the request

Cancel Cancels the request and takes you back to the Online Requests page

Undo Select this button to clear any changes and return to the unchanged values in the MGC record.

You can delete an MGC only if you deleted, previously, the MGC from the spending limits that used it. If
Delete All you delete an MGC and the associated spending limits are not deleted, an error message will be
received.

Opens up additional fields for MCC codes to be included in the MGC

Add a Merchant Group

1. From the Merchant Restriction page, select Merchant Group Code

Manage Merchant Group Code
Merchant Category Code List Create New MGC Submit m Delete All

Merchant Group Code Description

MCC Codes

Place dash ( for ranges Use comma () or space to indicate individual MCC entries

Memo
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2. Enter the following information and then click the Submit icon.
» Merchant Group Code — type the code for the new group
> Description — type a description for the new group
» MCC Codes — enter the MCC codes to be included in the new MGC. Note: The plus icon allows you to enter
multiple MCC codes.
» Memo — type a note in the memo field

Manage Merchant Group Code
Merchant Category Code List Create New MGC Cancel Delete All

Merchant Group Code Description
MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries
Memo

Note:  You can click on the Merchant Category Code List icon to display the MCC list. Clicking the icon within the list will add
the MCC code to the MCC Codes section.

3. The review page will be displayed. Review the information and click Confirm.

Manage Merchant Group Code

Merchant Group Code AA Description TEST

MCC Codes
Place dash () for ranges Use comma () or space to indicate individual MCC entries

234

Memo

TEST

4. The Merchant Group Code is successfully added message is displayed.
Merchant Category Code (MCC) List

The available Merchant Category Codes can be viewed to include in the spending restrictions by clicking the
Merchant Category Code List icon on the Manage Merchant Group Code (MGC).

Manage Merchant Group Code
Merchant Category Code List Create New MGC Delete All

Merchant Group Code Description

MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries
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The MCC List is displayed.

Manage Merchant Group Code

o]
Mec List
MCC Codev Description~ Date Updated=
(=] Payment Adjustment Fee or Finance Charge
(=] Veterinary Services
(= | Agricultural Cooperatives
(=] Landscaping And Horticultural Services
(=] General Contractors-Residential And Co
(=] Heating Plumbing Air Conditioning
(=] Electrical Contractors
D Masonry Stonework Tile Setting Plaster
(=] Carpentry
Showing 1-10 (10016 MCC Codes) nz 3 4 5 6 7 8 9 10 » Last

The following fields are displayed within the Manage Merchant Group Code screen:

Element Description

MCC Code This is an entry field to search for an MCC Code. To sort by MCC Code, click the MCC Code link. All codes
that contain the entered value are displayed.

This is an entry field to search for an MCC Description. To sort by Description, click the Description link. All
MCC codes that contain the entered description are displayed.

This is an entry field to search for the most recently updated MCC Codes. To sort by the date an MCC Code
was last updated, click the Date of Last Update link.

Description

Date Updated

Changing Merchant Groups

Depending on your access rights, you can modify or delete a new Merchant Group Code (MGC). To change a
merchant group, perform the following steps:

1. From the Manage Merchant Group Code Online Request, click the Undo button.

Manage Merchant Group Code
Merchant Category Code List Create New MGC Delete All

Merchant Group Code Description

MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries

Memo

2. Click in the Merchant Group Code field and select the two-digit code to change from the drop-down list.
Make your changes to the description and MCC codes as needed and type a note in the Memo field. Click
the Submit button.
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Manage Merchant Group Code

Merchan Group Code : Description

MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries

Memo

3. The review page will be displayed. Review the information and click Confirm.

Manage Merchant Group Code

Merchant Group Code AA Description TEST

MCC Codes

Place dash () for ranges Use comma () or space to indicate individual MCC entries

1234

Memo

TEST

4. A confirmation message will be received.

Manage Spending Limits

Spending limits are rules that limit company/sublevel or card usage by dollar amount, the number or transactions
within a Merchant Group Code (MGC) definition, or both. The limits are created and modified on the Manage
Spending Limits page.

You can manage these limits by completing the fields and submitting this service request through one of the following
options:
» For a single addition or change to an MGC, enter data into the columns at the bottom of the page.
» For numerous additions and changes, complete the fields in the Maintain Spending Limits section in the center
of the page. For additional information, see the Merchant Group Selection topic.

Adding a Spending Limit

To manage spending restrictions, a spending (velocity) limit needs to be set on a Merchant Group Code (MGC)
definition. These restrictions can be set at the company, sub-level or at an account level. To add a Spending Limit to
a Merchant Group Code, perform the following steps:

1. From the Merchant Restriction page, select Manage Spending Limits.

e Manage Spending Limits

2. The Manage Spending Limits page is displayed.
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Manage Spending Limits

3. Enter the Period and appropriate fields in the Maintain Spending Limits section and click Apply Limits.

_
Note: The table at the end of this section provides details on each of the fields on the page.

4. Once all the necessary fields are entered and the Apply Limits button has been clicked, the restrictions appear in
the MGC Mapping section. You can edit the information, delete an MGC or add additional MGCs in this section.

5. Complete the Exclude MGC and Response fields, if needed. Type a note in the Memo field and click Submit.

6. The review page will be displayed. Review the information and click Confirm. The Manage Spending Limits
Successfully Submitted pop up is displayed on successful entry.

The below table describes the elements of the Manage Spending Limits page:

Element Description

Hierarchy
Company Level Click the radio button to select company level hierarchy.
Company Sub Level To limit a company level, select the level to restrict from the Company/Sub-level drop-down box.

Click the radio button to select account level hierarchy. When account level is selected,

Account Level additional fields will appear — Account and Account Level Restrictions.
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Element Description

Account

To limit an account, select the cardholder account. Type the cardholder name in the Account
box. As you begin typing, a drop-down will appear with cardholder names.

Account Level Restrictions

Select Enable Restriction or Disable Restriction.
» Enable Restrictions — Select this option in the following cases:

«To restrict a cardholder account

«¢ If return restrictions to a cardholder account where restrictions were previously disabled
» Disable Restrictions — Select this option to disable restrictions

Manage Spending Limits

Select the time period that the restrictions are in effect for from the drop-down list: Cycle, Daily,

Period Weekly, Monthly, Quarterly, Yearly, Transaction, Other
This is a required field when the other option is selected from the Period field. This sets a
revolving number of days in which the set limit cannot exceed. For example, if the days are set to
Other Days 180 and the amount is set to $500.00, the account has 180 days to spend up to the maximum

limit. If the maximum amount is met within 180 days, the account must wait until 180 days
expires. At that time, the days reset, and purchases are allowed on the account at merchants
with an MCC code defined under the specific Merchant Group Code (MGC).

Delete All Spending Restr

Select the check box to permanently delete all of the spending limits FOR ALL PERIODS, for the
selected company, sub-level, or an account.

Maintain Spending Limits

Merchant Group Code
Selection

Click the Show MGC List button and a list of MGC’s will appear. Select the MGC from the list.
The MGCs selected from the list appear in the MGC column after clicking Apply Limits. MGCs
actively used for the selected company/sublevel or account are indicated in this list with an
asterisk. Note: You are also able to view the MGC detail by clicking the Show MGC Detail
button in the drop-down list.

Set Transaction Limits

This field is optional. Enter the maximum dollar amount allowed on a transaction within the
selected Period. Example: Enter 501 to set the limit for $500.

Transaction Response

Select an option from the drop-down list. This field is optional. If you entered a transaction dollar
amount, the system’s default response is Decline. You can change the response as needed:

» Approve all transactions for the selected MGCs.

» Decline transactions above the entered value.

Set Transaction Count

This field is optional. Enter the maximum number of transactions to allow within the selected
Period. This option cannot be set for Transaction Spending Limits. Example: 30

Transaction Response

Select an option from the drop-down list. This field is optional. If you entered a transaction dollar
amount, the system’s default response is Decline. You can change the response as needed:

» Approve all transactions for the selected MGCs.

» Decline transactions above the entered value.

Select this button to clear any changes and return to the unchanged values.

Apply Limits

Select this button to apply the selections in the Maintain Spending Limits section. The
selection results appear in the columns of the Spending Limits form. If necessary, the data can
be edited by modifying or deleting the values from the form directly.

MGC Mapping

MGC

The Merchant Group Code

Transaction Limit

This field is optional. Enter or change the maximum dollar amount allowed on an MGC.
If you selected and applied transaction limits to MGCs from the Select MGC drop down list in the
Maintain Spending Limits section, the corresponding values appear in this column.

Transaction Response

If you selected and applied a transaction response to MGCs from the Select MGC drop down list
in the Maintain Spending Limits section, the selected corresponding values appear in this
column.

Count

If you selected and applied a transaction count to MGCs from the Select MGC drop down list in
the Maintain Spending Limits section, the corresponding values appear in this column.

Count Response

If you selected and applied limits to MGCs from the Select MGC drop down list in the Maintain
Spending Limits section, the corresponding values appear in this column.

Page | 92

© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.

© 2020 Popular Bank. Member FDIC.



Admin User Guide % POPULAR.

Element Description

(& | The delete icon allows you to delete the Spend Limits for that row.
The add icon allows you to add additional Spend Limits.

For transactions with undefined MCCs in the MGCs with spending limit criteria, or in the Exclude
Other Merchants Response = MGC group, the response can be set to approved or declined. Once set, it is the same for all
spending limit parameters.

Enter a two-digit MGC to set to decline authorizations without applying spending limit criteria.
Exclude MGC o L aT
Once set, it is the same for all spending limit parameters.

If you entered an MGC to restrict, select a response for these transactions:

Response » Approve
» Decline
Memo Insert a note regarding the request.
The Apply Limits button must be selected before this button is enabled. Click this button to
Submit . . .
submit changes. The Review page displays.

Changing a Spending Limit

You can modify or delete a spending (velocity) limit set up for a Merchant Group Code (MGC) at the company,
sublevel, or account levels.

From the Manage Spending Limits online request page:

1. Select the Account Level or Company Level button in the Hierarchy section.

@ Company Level D Account Level

any Sub Level

‘ TEST COMPANY- Default v

Note: If you select Account Level, you must select Enable Restrictions from the Account Level Restrictions section.

2. Enter the changes to the MGC you want to make, and the other required and optional field values. Click the
Submit button.

v will populate based on current or new settings assigned above. Please review the defined sper

MGC Mapping

MGC Transaction Limit Transaction Response Count Count Response

AL 25 Decline transactions above the ente v |[2 Decline transactions above the entei v [T}

AB 25 Decline transactions above the ente v |[2 Decline transactions above the entei v [T

Approve v Exclude MC Response No Selection v

3. The review page is displayed. Review the information and click the Confirm button.

4. The confirmation message appears.
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Delete Spend Restrictions

Once restrictions are in place, they may be deleted. If restrictions already exist for an MGC definition, consider deleting
the restrictions, but keep the MGC definition. The definition can be used later with new restrictions.

Delete All Spend Limits
To delete all spending limits for all time periods for all cardholders, perform the following steps:

1. From the Merchant Restriction page, select Manage Spending Limits.

[e Manage Spending Limits ]

2. The Manage Spending Limits page is displayed. From the Hierarchy selection, select Company and Company
Sub Level or Account Level and Account and click the Delete All Spending Restrictions box and click
Submit.

@ Company Level D) Account Level

Company Sub Level

TEST COMPANY- Default v

Manage Spending Limits

Period O-Other v I Delete All Spending Restrictions l Other
Days

Note: A message appears on the confirmation page if restrictions are tied to an MGC you attempt to delete.
3. The review page is displayed. Review the information and click the Confirm button.

4. A confirmation message is displayed.

Payments

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Viewing Payment History

The payment history for an account consists of all payments that have been made on the MyPopularCards.com site
within the last eighteen months, including pending and canceled payments. Payments with a pending status can also
be updated or canceled.

To view the online payment history for a commercial card account, perform the following step:

1. From the Company Management, Search Company page, click on the Account List icon for the company that
you would like to view the payment history for.
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Company Search Results ~

Showing‘]o v| Companies

Company v Company Name v Status Actions

00100320 TEST COMPANY Open aﬂ v $

2. The Accounts page is displayed. Select the account that you want to view the payment history for by clicking the
Payment icon.

Accounts @

Showing[10 VJaccounts [+]
Cardholder Name Account Number Status Balance  Credit Limit Available Credit Account Type Username Actions

BL ACCT 000000****7890 Open $17307  $5000.00 & $4,826.93 Billing Ep 08

LINDA BROWN 202220%+%1234 Closed $0.00 $0.00 $0.00 Memo bancol 8008

3. The Payments page is displayed.

Payments submitted after SPM EST on a business day will be credited to your account on the following business day
Please Add At least One Payment Account

‘ : iACH Payments

Make Payments @ ACH Payments

Payment Accounts Cardholder Account Amount Payment Date Memo Send payment email confirmation to
v BLACCT [ v ] [mm/ddhy | testcompany@test.com [® ]

Authorization and Signature

I hereby electronically consent to and authorize this writing an electronic funds transfer in the amount(s) mentioned above from the foregoing account in payment to the Credit Card mentioned
above. By clicking on the "Make Payment” button I subscribe my electronic signature to the funds transfer authorization

Payment History @

No Record Exists

The table below describes the information on the Payment History page.

Element Description
Cardholder Name The cardholder name and the last 4 digits of their account.
Payment Accounts The checking or savings account number of the account accessed for an online payment. The
account number is masked with the exception of the first 6 and last four digits.
Amount The amount of the payment.
Date to Make Payment The date the payment is to be made.
Payment Date The date of the payment.
Admin User The admin user ID that made the payment.
Payment Type The payment type: one-time or recurring.
Status Payment status either Pending, Processing, Processed, or Cancelled.
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Viewing Account Level Payment Accounts

1. From the Company Management, Search Company page, click on the Account List icon for the company that

you would like to view the payment history for.

Company Search Results ~
Showing ‘ 10 v| Companies

Company v Company Name ¥ Status Actions

00100320 TEST COMPANY Open 868 $

2. The Accounts page is displayed. Select the account that you want to view the payment history for by clicking the
Payment icon.

Accounts @

Showing[10 VJaceounts ]
Cardholder Name Account Number Status Balance  Credit Limit Available Credit Account Type Username Actions

BL ACCT 000000****7890 Open@  $17307  $500000[  $4:826.93 Billing @p 08

LINDA BROWN 222222**+*1234 Closed  $000  $0.00 $0.00 Memo bancol 808

3. The Payments page is displayed. The Payment Accounts section is displayed under Payment History.

Payment Accounts

Account Nickname Account Type Account Number Routing Number Status

Viewing Company Payment Accounts

The Payments page allows you to view existing payment accounts and set up payment accounts that can be used for
making account payments online. To view information about an existing account, perform the following steps:

1.  From the Company Management, Search Company page, click on the Payment icon for the company that you

would like to view the payment account for.

Company Search Results A
Showing ‘10 V‘ Companies

Company v Company Name ~ Status Actions

00100320 TEST COMPANY Open a B n o E

2. The Payments page is displayed. The Payment Accounts section is below the Select Accounts To Make
Payments section.
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Payment Accounts

Account Nickname Account Type Account Number Routing Number Status

Test Account Checking 6789 02150201 Active [ ]

BeB Test Account Checking 0151 02600881 Active [ |

The table below describes the information on the Payment History page.

Element Description

Account Nickname A unique name assigned by the cardholder to identify the account. Also referred to in
MyPopularCards.com (MyCardStatement) as Payment Account.

Account Type

The type of account — checking or savings.

Account Number

The checking or savings account number of the account to be accessed for the online payment.

Routing Number

The nine-digit routing number used to identify the financial institution from which the funds are

withdrawn for the online payment.
Status The status of the online payment, either Pending, Completed, or Canceled.

Adding Payment Accounts

The Payments page allows you to set up multiple checking or savings accounts to be used as payment accounts to
pay your cardholder’s bill online. It also lists any active or canceled payment accounts. You can create an unlimited
number of payment accounts. Once a payment account is created, it can be used immediately to make an online
payment.

To add a Payment Account, perform the following steps:

1. From the Payments page, click Add New in the Payment Accounts section.

Payment Accounts

Account Nickname Account Type Account Number Routing Number Status
Test Account Checking *6789 02150201 Active G0
BeB Test Account Checking 0151 02600881 Active G0

2. The payment information fields are displayed. Complete all the fields and click Save.

Payment Accounts @

Account Type: Financial Inst Name: Name on Account: Routing Number: Account Number: Account Nickname:

Saving v Test Test 123456789 001122334 test

3. The Success Payment Account Added message is displayed.

Success
v

Payment Account Added

Note: The Payment Accounts section lists all of the active and deleted payment accounts, which can be used to pay the
cardholder’s accounts online.
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The table below describes the information in the Payment Accounts section.

Element Description
Account Nickname A unique name assigned to identify the account.
Account Type Identifies if the payment account is from a savings or checking account.
Account Number The checking or savings account number of the account to be accessed for the online payment.

The nine-digit routing number used to identify the financial institution from which the funds are withdrawn

Routing Number for the online payment.

Status The status of the payment account.
= Edit the payment account information
(& | Delete the payment account

The table below describes the elements on the Add Payment Account page.

Element Description
Account Type Identifies if the payment account is from a savings or checking account.

The financial institution of the checking or savings account where funds are withdrawn when making an
online payment towards the cardholder account.

Name on Account The name of the registered account holder.

The nine-digit routing number used to identify the financial institution from which the funds are
withdrawn for the online payment.

Account Number The checking or savings account number of the account to be accessed for the online payment.
Account Nickname A unique name assigned to identify the account.

Financial Inst Name

Routing Number

Change Payment Account Information

To change payment account information, perform the following steps:
1. From the Payments page, click the Edit Payment Account icon next to the account that you want to update.

Payment Accounts

Account Nickname Account Type Account Number Routing Number Status
Test Account Checking *6789 02150201 Active
BeB Test Account Checking *0151 02600881 Active G0

2. The Payment Account fields will become highlighted. Make the necessary edits and click the Update button.

Payment Accounts (i )

Account Type: Financial Inst Name: Name on Account: Routing Number: Account Number: Account Nickname:
Checking v BPPR Commercial Acount 02150201 6789 Test Account

3. A confirmation will display.

Success
v

Payment Account Updated
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Delete a Payment Account

To delete a payment account information, perform the following steps:

1. From the Payments page, click the Delete Payment Account icon next to the account that you want to delete.

Payment Accounts

Account Nickname Account Type Account Number Routing Number Status
Test Account Checking *6789 02150201 Active
BeB Test Account Checking 0151 02600881 Active G0

2. A Delete Payment confirmation message will be displayed. Click Confirm.

Payment Accounts

Delete Payment

3. A confirmation message is displayed.

Success
Payment Account Deleted

v

ACH Payment Returns / Locked Accounts

ACH payment returns can occur when cardholders continue to initiate payments through MyPopularCards.com using
the same bank accounts that have been rejected, sometimes multiple times, by the Federal Reserve.

A Locked Payment Accounts table houses the locked payment records. This table is used when the new Payment
Accounts are added in MyPopularCards or Commercial Card to verify their status. This table is locked for multiple
users, (everyone on the account), if applicable. Disabled payment accounts are unavailable for use to schedule a

payment and disables recurring payments.

Disabled Payment Accounts

Temporarily Locked Payment Accounts - The following applies to accounts that are locked temporarily:

» Only Pending Payments apply to this activity. If they are already in a Processing status, they are not changed.

» The pending payments that are tied to a payment account that is temporarily locked are not chosen for
processing, the status of the payment account can be identified by the status in the new Locked Payment
Accounts table.

This affects all Pending Payments for this payment account, no matter how far in the future they are
scheduled.

When the Payment Account is Unlocked, the Payment Status is changed to Pending. This also applies to
future dated payments, no matter how far in the future they are scheduled.

Only Transactions with the status Disabled can be changed to Pending (WILLPROCESSON).
The payment is then Processed if the date of the Payment is still valid for processing.
The Unlocked Alert advises a review of Pending payments.

v

v

v v

v

Note: Payments are cancelled for permanently locked payment accounts.
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Making a One-Time Payment

Administrators may make payments to individual and billing commercial card accounts. The one-time payment feature
allows you to schedule one or more online payments for a current or future payment date. You can schedule a
payment for a future date of up to 60 days. Once the payment is made, the payment amount is automatically deducted
from the designated account.

NOTE: If you have not yet set up a payment account, the Payment Account page displays. Before making a payment, you must
first have a Payment Account. Refer to Adding a Payment Account for more information.

To make a one-time payment on an account, perform the following steps:

1. From the Company Management, Search Company page, click on the Payment icon for the company that you
would like to view the payment account for.

Company Search Results ~

Showmg‘]O v| Companies

Company v Company Name ¥ Status Actions

00100320 TEST COMPANY Open a ﬂ n o E

2. The Payments page is displayed. Select the account(s) that you are making a payment on by clicking the
Checkmark icon next to the account(s) and click Make Payments.

Payments submitted after 5SPM EST on a business day will be credited to your account on the following business day

E Account Number B First Name n Last Name ﬂ Employee ID
Virtual Indicator v n Cardholder Status v Minimum Payment v
Search Q

Select Accounts To Make Payments

Cardholder Account AccountType  Employee D Due Date: Last Statement  Account Balance Minimum Payment
) 448467 Billing 10/25/2020 12:00:00 AM $ $ $
M 448467 Memo 10/25/2020 12:00:00 AM $ $ $
F 448467 Memo 10/25/202012:00.00 AM $ $ $

Make Payments Show Payment History Create Recurring Payment Plan Show Recurring Payment Plans

Note:  The payment accounts that have been set up will also appear on the page in the Payment Accounts section. You can edit
and delete existing payment accounts and add new accounts from this page.

2. The Make Payments section is displayed. Complete the required fields and then click the $Pay icon.

Make Payments @ ACH Payments

Payment Accounts Cardholder Account Amount Payment Date Memo Send payment email confirmation to

v BLACCT I v lvw‘\‘w‘l.,J,. J D

Authorization and Signature

I hereby electronically consent to and authorize this writing an electronic funds transfer in the amount(s) mentioned above from the foregoing account in payment to the Credit Card mentioned

above. By clicking on the "Make Payment" button | subscribe my electronic signature to the funds transfer authorization
Sl
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3. A confirmation message is displayed.

NOTE: If the payment is made before 5:00pm EST, the payment posts to the account on the same day. If the payment is
made after 5:00pm EST, the payment posts to the account on the next business day. If the payment is made on a
Saturday or Sunday, the payment posts to the account on the following Monday.

The below table describes the elements in the Make Payments section:

Element Description

Payments Account The account name or nickname of the payment account to be used for making the payment. Select the
payment account from the drop-down list.

Payment Amount You can type in an amount or select from one of the drop-down options (Statement Balance, Balance,
Minimum Payment Amount)

Payment Date Select the date that you want the payment made.

Memo Additional identifying information about the payment for the cardholder’s records. This memo will also
display in the payment confirmation e-mail.

Email Address Specifies the e-mail address where the payment confirmation will be sent. The email address field will be

auto populated with your email address but can be changed.

The below table describes the icons available in this section:

Icon Description

Make Payments
Process the payment
Split the payment
(& | Delete the payment
Payment Accounts

= Edit payment account

(& | Delete payment account

Create a Recurring Payment

To add a recurring payment plan to a billing account, perform the following steps. To make a one-time payment on an
account, perform the following steps:

1. From the Company Management, Search Company page, click on the Payment icon.

Company Search Results ~

Showing ‘ 10 v| Companies

Company v Company Name ¥ Status Actions

00100320 TEST COMPANY Open 8800 E

2. The Payments page is displayed. Select the billing account that you want to set up a recurring payment for and
click Create Recurring Payment Plan.
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Payments submitted after SPM EST on a business day will be credited to your account on the following business day

E Account Number u First Name u Last Name u Employee ID
Virtual Indicator v n Cardholder Status v Minimum Payment v

Select Accounts To Make Payments

Cardholder Account AccountType ~ Employee D Due Date: Last Statement  Account Balance Minimum Payment
B 448467 Billing 10/25/202012:00:00 AM $ $ $
M 448467 Memo 10/25/202012:00:00 AM $ $ $
F 448467 Memo 10/25/202012:00:00 AM $ $ $

Make Payments Show Payment History | Create Recurring Payment Plan I Show Recurring Payment Plans

3. The New Recurring Payments page is displayed. Complete all the fields and click Save.

New Recurring Payments @

Account Number Payment Account Recurring Schedule: Start Date. Days before due date:
44 4203

4. A confirmation is displayed.

Success

& Recurring Payment Saved for
4481 75T

The below table describes the elements of the Create a Recurring Payment page:

Element Description

Account # The first 6 and last 4 digits of the card number for the billing account.
Payment Account Select from the drop-down list the account that you want the payment made from.

Select the schedule from the drop-down list:
» Minimum Payment Due — minimum amount due on the last statement
» Account Balance — the account balance at the time of the payment
Recurring Schedule » Statement Balance — the account balance at the time of the last statement
» Fixed Monthly — a set amount each month
» Fixed Weekly — a set amount each week
» Fixed Bi-weekly — a set amount every 2 weeks

Start Date Select the date to begin the recurring payment.
Days before due date Enter the number of days before the due date for the payment to be made.
Amount to Pay The dollar amount to pay for the fixed schedule.
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View Existing Recurring Payments
To view recurring payments, perform the following steps:

1. From the Company Management, Company Search Results page, click the Payment icon next to the company
that you want to view a recurring payment for.

Company Search Results ~
Showing 10 v| Companies

Company Company Name ~ Status Actions

00100320 TEST COMPANY Open 0800 E

2. Select the billing account to which the recurring payment is associated and click Show Recurring Payment
Plans.

ay
Virtual Indicator v Cardholder Status v Minimum Payment v
SearchQ

Select Accounts To Make Payments

Cardholder Account AccountType  Employee D Due Date: Last Statement  Account Balance  Minimum Payment

448467

Billing 10/25/2020 12:00:00 AM S S S

Memo 10/25/2020 12:00:00 AM S S S

gpe

Memo 10/2

) AM

Make Payments Show Payment History Create Recurring Payment Plan | Show Recurring Payment Plans I

3. The Recurring Payments section is displayed.

Update / Change a Recurring Payment

To change or update a recurring payment, perform the following steps:

1. From the Payments page, select the billing account that you want to update a recurring payment for and click
Show Recurring Payment Plans.

Payments submitted after SPM EST on a business day will be credited to your account on the following business day

E Account Number u First Name u Last Name u Employee ID
Virtual Indicator v Cardholder Status v n Minimum Payment v

Select Accounts To Make Payments

Cardholder Account AccountType  Employee D Due Date: LastStatement  Account Balance  Minimum Payment
B L4B4LET Billing 10/25/2020 12:00:00 AM S S S
M 448467 Memo 10/25/202012:00:00 AM $ $ $
F 448467 Memo 10/25/2020 12:00:00 AM S S S

Show Payment History Create Recurring Payment Plan | Show Recurring Payment Plans I
J
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2. The Recurring Payments page is displayed. Click the Edit icon.

Recurring Payments

Account Number Payment Accounts Recurring Schedule Amount to Pay Start Date Payment Day

—

448467 Test Account Account Balance Monthly Account Balance 10/30/2020 10 |EP

3. Make the necessary updates and click the Update button.

New Recurring Payments (; ]

Account Number. Payment Account Recurring Schedule Start Date Days before due date
448467 v v

4. A message will be display stating Recurring Payment Updated.

&/ Recurring Payment Updated

Delete a Recurring Payment

To delete a recurring payment, perform the following steps:

1. From the Payments page, select the billing account that you want to update a recurring payment for and click
Show Recurring Payment Plans.

Payments submitted after SPM EST on a business day will be credited to your account on the following business day

SearchQ

Select Accounts To Make Payments

Cardholder Account AccountType ~ Employee D Due Date: Last Statement  Account Balance  Minimum Payment
) 448467 Billing 10/25/2020 12:00.00 AM $ $ $
M L4B4ET Memo 10/25/2020 12:00.00 AM $ $ $
F 448467 Memo 10/25/2020 12:00:00 AM $ $ $

Make Payments Show Payment History. Create Recurring Payment Plan Show Recurring Payment Plans

2. The Recurring Payments page is displayed. Click the Delete icon next to the recurring payment that you want to

Recurring Payments
Account Number Payment Accounts Recurring Schedule Amount to Pay Start Date Payment Day

PR
448467 Test Account Account Balance Monthly Account Balance 10/30/2020 10 qEI

3. A message will display stating Recurring Payment Deleted.

&/ Recurring Payment Deleted
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Approve / Reject Payments

Popular Card Manager offers an approval feature for payments that allows approvers to be setup at the Financial
Institution and Company levels.

When a payment has been submitted and approval is required, an email is sent to the approver(s) informing them that
a payment has been submitted. The email will include a link to approve or reject the payment request.

Note:

> If a request is rejected, then the payment will not be processed.
» If no action has been taken on the request by the approver before the cut-off time, then the payment will be
considered approved and the payment will be processed.

Reports — Data Analytics

Popular Card Manager offers reporting that can viewed and exported.

NOTE: This feature is only available to admins that have the proper reporting rights.

Creating Reports

To access the reports, perform the following steps:

1. From the left side bar, click Data Analytics and then Create Reports.

A
v
Data Analytics IM

Create
Reports

2. The Reports page is displayed.

Report Templates

Report Category~ Report Typev Report Descriptionv Actions
A Manageme Adr Activity Report Admin Activity Report a
A Management Admin User Detail Report Admin User Detail Report c
My Reports
Report Typev Report Name~ Report Descriptionv Report Created~ Report Modified~ Report Last Runv Actions
y mepon V2020 053510 oo

Note: The reports that you see are based on your reporting security rights.

3. You can use the Report Category, Report Type and Report Description fields to filter the Report Template
section.
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4. Click the Create New Reports icon next the report that you want to run.

Report Templates

Report Category~ Report Type~ Report Descriptionv Actions
Admin Management Admin Activity Report Admin Activity Report
Admin Management Admin User Detail Report Admin User Detail Report (@]

5. The report details and parameters page will be displayed. Enter the Report Details and Report Parameters and
click Save.

Report Details

\

Report Parameters

( ( |

Note: The report parameters page will vary depending on the report that you select.

6. The Success Report Save message will be displayed.

«/ Report Saved
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My Reports

Once a report has been run and you received the Success Report Saved message, the report will be available in the
Your Reports section of the Reports page.

Report Templates

Report Category~ Report Typev Report Description¥ Actions
Admin Management Admin Activity Report Admin Activity Report
Admin Management Admin User Detail Report Admin User Detail Report

My Reports

Report Typev Report Name~ Report Descriptionv Report Created~ Report Modified~ Report Last Runv Actions
Admin User Detail Report Test 2 10/21/2020 05:35:28 PM D D
Admin Activity Report Test 10/21/2020 053514 PM D D

\

Viewing and Downloading Reports

1. Click the Run Report icon to view the report.

My Reports

Report Typev Report Name~ Report Descriptionv Report Created~ Report Modifiedv Report Last Runv Actions

Admin User Detail Report Test 2 10/21/2020 053528 PM Eb (W |

Admin Activity Report Test 10/21/2020 05:3514 PM D B 0

2. The Report Open message is displayed, and the report appears. Click the Save/Download icon.

My Reports

Report Parameters

Report Admin Activity Report
Type
Hierarchy 88002H POPULAR BANK

Category: Manage Admin User

® _Back To Your Reports

1< < i ofa > > Page Width v . =) Find | Next

OLD VAL RESULT ACTION ADMIN USER
J.Doe
Success | M.Smith Level 1: View Only |Level 1: View O
Success | A.Sanchez Level 1: View Only |Level 1: View ©
2/07/18 n Use ct Success | G.Martin Level 1: View Only |Level 1: View G
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w

The export list of options will be displayed. Click on the format option that you want and save the file to a specified
location on your computer.

voo@
Word

Excel

PowerPoint

PDF

TIFF file

Editing Reports
To change the parameters of the report, click the Modify Report icon next to the report in My Reports.

My Reports

Report Typev Report Namev Report Descriptionv Report Createdv Report Modifiedv Report Last Runv Actions
Admin User Detail Report Test2 10/21/2020 05:35:28 PM
Admin Activity Report Test 10/21/2020 05:3514 PM u D

Deleting Reports

You can delete reports from My Reports by clicking the delete icon.

My Reports

Report Typev Report Name~v Report Descriptionv Report Createdv Report Modifiedv Report Last Runv Actions
Admin User Detail Report Test 2 10/21/2020 05:35:28 PM D T3 E
Admin Activity Report Test 10/21/2020 05:3514 PM u B 0

A notification message will be displayed asking you to confirm the action.

A\otification!

Are you sure you want to delete?

L)
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Table of Reports

The below table describes the reports that are available in Popular Card Manager.

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.
Report Name Description Category
Account Status Change Report Gives the ability to report on all account status changes. Account Management
Admin Activity Report Shows the Admin Activity in Popular Card Manager. Admin Management

Gives the ability for the Admin user to effectively monitor and

Admin User Detail Report manage enrolled Administrators.

Admin Management

Authorization Report Provides both approved and declined transactions. Account Management

Card Activation Report Shows cards that have been issued but not activated. Company Management

Cardholder Data Export Report ggg report type is used to generate an import file from cardholder Account Management
Lists the most or least active categories for a company, based on

Category Leaderboard Reports the number of expense report items that are mapped to each Expense Management
category, and the current status of the expense report.

Commercial Card Transaction Shows transactions at the company or hierarchy level for a specific

Report by Account & Date Range account and statement period. Account Management

Can be used to clean up a company that is getting expense
Company Cleanup Report management, so that newly-added companies will not need to see  Company Management
all their previous data for expense reports.

Provides company-level configuration changes. Company Admins
can run this report type.

Company Config Activity Report Admin Management

Company Payments Admin

Activity Report Returns company-level payment activity. Company Management

Shows the most or least active cost centers for a company within a
certain timeframe, and further restricted by optional category or Expense Management
cost center parameters.

Can be used to determine which companies are using expense
Company Usage Report management, and in what capacity (relative usage, amount of Expense Management
configuration, etc.

Cost Center Leaderboard
Reports

Shows the companies that have a rebate amount calculated but will

not receive a credit to the fee account or have a check

automatically generated due to the following exception reasons: Rebate Management
M = Max Check Amount Exceeded, S = Closed/Inactive Status, D

= Delinquent, O = Overlimit

Daily Exception Rebate Payout
Report

Daily Manual Rebate Payout

Report Shows the companies that have a rebate due, but not paid. Rebate Management

Enrollment Report (User Activity)  User activity enrollment statistics report. Admin Management
The Expense Report Detail Search report is used for retrieving

Expense Report Detail Search expense report detail items that are in a certain Expense Management

status, such as Pending or Submitted, or within a cost center.

The Expense Report Search report is intended to provide the ability
to search for individual expense reports as
a single unit — results are expense reports, not expense report
Expense Report Search items. This can be useful when trying to get a Expense Management
summary view of the expense reports that are in the Submitted
status that have been there for longer than a
certain period of time. The results are for summary data.
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Report Name

Export Chart of Accounts

Description

The Export Chart of Accounts report is used to generate files that
can be edited and imported using the

Import Chart of Accounts functionality. This report’s output is not
configurable, because the import requires

the data to be in a specific format.

Category

Expense Management

Export Previous GL Report

This report is not intended to be created directly from the reporting
interface, but instead from the Export to GL
function in the Company Admin screen.

Expense Management

Export to GL

The Export to GL report is unique in that it can potentially modify
the data in the system as well as report on it.

There are different versions of this report, depending on what the
user has access to see.

Expense Management

Export to GL by Date Range

The Export to GL report is unique in that it can potentially modify
the data in the system as well as report on it.

There are different versions of this report, depending on what the
user has access to see.

Expense Management

Feature Usage Report (User
Activity)

Provides user activity feature usage.

Admin Management

File Import Detail Report

Allow company admins to report on file import activity within their
own company.

Company Management

Fl-Level Import Access
Exception Report

Provides import access exceptions to detect potential security
issues.

Other

Foreign Fee Report

Relate fee to related transaction and cardholder.

Account Management

Fraud and Dispute Report

Provides the ability for admins to generate a fraud and dispute
report.

Company Management

Logins by Hour Report (User
Activity)

User activity login by hour.

Admin Management

Logon Report (User Activity)

User activity logon statistics.

Admin Management

Monthly Projected Rebate Report

Shows the outstanding rebate amount by company and includes a
summary at the corporation level.

Rebate Management

Past Due Report

Provides past due accounts.

Company Management

Payment Account Status Report

Provides the status of payment accounts.

Account Management

Payment Search Report

Provides the posted payment amount and detail at the central bill or

individual bill level.

Account Management

Rebate Transaction Detail Daily
Report

Provides rebate transaction details.

Rebate Management

Rebate Transaction Detail
Monthly Report

Provides rebate transaction details.

Rebate Management

Reports on Reports (FI Level)

This report type is used to determine which reports have been run.

Admin Management

Spend Analysis Report

Allows you to aggregate within the company hierarchy levels and
date range.

Company Management

SSO v3 Account Signature
Report

Provides account signatures at the Agent level.

Admin Management

Statement of Accounts

Generates PDF reports based on statement cycle.

Expense Management

Top Spend Suppliers Report

Shows top spend suppliers with spend activity as part of spend
analysis.

Account Management
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Account Transfers

Processing Account Transfers in MyPopularCards (MyCardStatement) and Popular
Card Manager

Account transfers are applied in the MyPopularCards.com (MyCardStatement) application. The results of account
transfers appear in both MyPopularCards.com and Popular Card Manager. The transferred from account number
displays on the Cardholder Profile section and the Company Accounts Detail pages.

Cardholder users do not have to re-enroll or create new accounts. All user account attributes are transferred under the
new account. For example, associated email addresses, account status, user status, administrative locks, rewards,
statement delivery preferences, and so on.

Note: If the cardholder user has disabled their online access using the Disable Online Access option, the user account will
transfer in a disabled state.

Transaction View for Cardholders

The cardholder can view transaction history and statement balance information for all accounts in the transfer chain in
MyPopularCards (MyCardStatement). The pages show the new account’s account number, but the user can view
transactions from previous accounts.

All transaction history transferred from the previous accounts is displayed under the most current accounts in the
transfer chain. If the user selects a specific transaction from the list, the user can view the transactions originating
under which the transaction was initiated in the Originating Account Number field.

Note:  Cycle-to-date transactions not transferred to the new account during the account transfer process, and/or transactions
posting to the previous account number after the account transfer has completed, are not visible within the
MyPopularCards application to the cardholder user.

Search by Transfer from Account in Popular Card Manager

Within Popular Card Manager, Administrators may use the current (Transferred To) or previous (Transferred From)
account number when searching for a specific account record.

Admin users entering the previous (Transferred To) account number when searching for a specific account record,
have the most current account record in the transfer chain returned in the search results.

These searches include:

» Cardholder Search
Expense Report Search
Transaction Search
Payment Search

YV VY

Note: This does not include account records that have been purged from the mainframe. If the account record has been purged,
searching for it in Popular Card Manager does not yield any results.

Page | 111
© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.
© 2020 Popular Bank. Member FDIC.



Admin User Guide % POPULAR.

Alert

Admin users that have been given security rights, can create, enable, disable, and delete their own Company Alerts.

Note:  Only Company Administrators and above are able to set up company level alerts. Admins who have Company Sublevel
restrictions do not have the option to set up most of the company level alerts but do have access to the Personal Reminder
alert.

Company Alert Navigation

After the Company Alerts functionality is enabled and the Manage Company Alert security right has been assigned
to an Admin user, the Alerts icon will be available. To access the Alerts, perform the following steps:

1. Click Company Management and then click Search Company.

Company ﬁ

Management

Search
Company

2. The Search Company screen is displayed. Click on Online Request or Account List icon.

Company Search Results -
Showing [10 v| Companies

Company ¥ Company Name ~ Status Actions

00100320 TEST COMPANY Open B Ea n Qla

3. From the Online Requests or Account List page, click the Alert icon at the top of the page.

(]
L4

Online Requests (2] A $ 1

4. The Company Alerts page is displayed.

‘ My Alerts

u Alert Name E Cardholder Name E Last4 or 16 digit acct u Alert Type v

n Last Sent Date v
Manage Filters ~
7

N
Showing 10 v| Alerts
Alert Name Alert Type Last Sent Enabled Action
Past Due CompanyAccountEmail v Q60

\ v

Note: The My Alerts page lists the alerts that the Admin has added.
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The below table describes the search elements on the My Alerts page:

Element Description

Alert Name Search for an alert by a specific alert name

Cardholder Name Search for an alert by a cardholder’'s name

Last 4 or 16 digit account Search for an alert by the last 4 digits of an account number or the full 16 digits

Last Sent Date Search for an alert by the last sent date. Select option from the drop-down list — Equal To,
Between, After or Before. Once you select an option, another field(s) will appear to put a date in.

Alert Type Search for a company and/or account alert.

The below table describes the icons available on the My Alerts page:
Icon Description
[} Disable the alert
Enable alert

= Modify the alert
[ | Delete the alert
& Download the alert list

Creating Company Alerts

To create new company alerts, click the Set Company Alerts button on the Company Alerts page.

Set Company Alerts

Once the Company Alerts page displays, the Admin can perform the following tasks and click Add:
» Select the alert(s)

Enter the variable data

Select the Admins that should be alerted

>
>

Company Alerts @

Alert Types

) @  Address Verification
[ J @  Cash Limit Reached Or Exceeded
o [ ] Credit Limit Reached Or Exceeded
[ ] Current Balanc: Nithin $X of Credit Limit [ ] Declined Transaction
® Percentage of Credit Limit @  PastDue
[ ] Statement Available Alert
@  Transaction Occurs
Select Country
[ ] A transaction has occurred outside the country
Select State
[ ] A transaction has Occurred Outside of this state
Company Personal Reminder
) Send an alert on (mmy/dd/yyyy)

Send Copy to additional admin Email Address

Close
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The below table describes the elements of the Set Company Alerts page:

Element Description

Available Balance Drops Below $X

Company Available Balance is < $X defined on the alert.

Current Balance Owed Drops Below $X

Company’s Current Balance is < $X (specified by the user in the alert setup)

Current Balance Owed Exceeds $X

Company Current Balance is > $X (specified by the user in the alert setup)

Current Balance Owed is Within $X of
Credit Limit

Company Credit Limit — Current Balance is < or = $X (specified by the user in the alert
setup)

Percentage of Credit Limit

Percentage of credit limit has been met or exceeded

Cash Limit Reached or Exceeded

Company Cash Balance > or = Company Cash Limit. Note: This alert is only applicable
if the Company Cash Limit > $0, and the option does not display if it is not > $0.

Credit Limit Reached or Exceeded

Company Balance > or = Company Credit Limit

New Cardholder Added to Company

An alert is sent when a new cardholder has been added

Past Due

Company Past Due Amount >$0. Note: This alert is produced when the criteria is first
eligible and each time a new statement drop date occurs if the company is still past due
at that time.

Statement Available Alert

Alert is sent when a new statement is available

Transaction Occurs

Alert is sent when a transaction occurs

A transaction has occurred outside of
the country

Alert is sent when a transaction occurs outside of a certain country (specified by the
user in the alert setup)

A transaction has occurred outside of
the state

Alert is sent when a transaction occurs outside of a certain state (specified by the user
in the alert setup)

Send Copy to additional admin

Search for admins using the Enter/Select admin box

Company Personal Reminder

This alert is produced only once, on the date selected by the Admin.

Note:

Alerts that notify the Admin about current balance, credit limit, cash limit, and available balance are produced only when

the company first qualifies for the Alert. When the condition is met and no longer qualifies for the specific variables set in
the Alert, the alert is reset. Once the Alert is reset, the company is eligible for the alert again. If Additional Administrators
are copied on the alert, the alert is always sent to the primary email address for those users.
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Creating Account Alerts

To create new account alerts, perform the following steps:

1. From the Company Alerts page, click the Set Account Alerts button.

[ Set Account Alerts ]

2. Once the Account Alerts page displays, the Admin can select an alert, enter the variable data, select the Admins
that should be alerted and click Add.

AccountAlerts @

[ ] A transaction has Occurred Outside of this state

Send Copy to additional admin

Past Due

Transaction Occurs

@ (=

The below table describes the elements of the Set Account Alerts page:

Element Description

Available Balance Drops Below $X

Account Available Balance is < $X defined on the alert.

Current Balance Owed Drops Below $X

Account’s Current Balance is < $X (specified by the user in the alert setup)

Current Balance Owed Exceeds $X

Account Current Balance is > $X (specified by the user in the alert setup)

Current Balance Owed is Within $X of
Credit Limit

Account Credit Limit — Current Balance is < or = $X (specified by the user in the alert
setup)

Percentage of Credit Limit

Percentage of credit limit has been met or exceeded

Cash Limit Reached or Exceeded

Account Cash Balance > or = Account Cash Limit. Note: This alert is only applicable if
the Company Cash Limit > $0, and the option does not display if it is not > $0.

Credit Limit Reached or Exceeded

Account Balance > or = Company Credit Limit

Past Due

Account Past Due Amount >$0. Note: This alert is produced when the criteria is first
eligible and each time a new statement drop date occurs if the company is still past
due at that time.

Transaction Occurs

Alert is sent when a transaction occurs

A transaction has occurred outside of
the country

Alert is sent when a transaction occurs outside of a certain country (specified by the
user in the alert setup)

A transaction has occurred outside of
the state

Alert is sent when a transaction occurs outside of a certain state (specified by the user
in the alert setup)

Send Copy to additional admin

Search for admins using the Enter/Select admin box
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Note: Alerts that notify the Admin about current balance, credit limit, cash limit, and available balance are produced only when
the company first qualifies for the Alert. When the condition is met and no longer qualifies for the specific variables set in
the Alert, the alert is reset. Once the Alert is reset, the company is eligible for the alert again. If Additional Administrators
are copied on the alert, the alert is always sent to the primary email address for those users.

Modify Existing Alerts

The Alerts and selected criteria can be modified by using the action icons on the My Alerts page. To modify an alert,
perform the following steps:

1. From the Company Alerts page, select My Alerts and then click the Modify icon.

‘:SMy Alerts

m Manage Filters ~

Alert Name Alert Type Last Sent Enabled Action

2. The View/Modify Alerts Page is displayed. Updated the appropriate information and click Submit.

View/Modify Alerts

Qback to Alerts List

Percentage of Credit Limit 50

Send Copy to additional admin Email Address

H testcompany @test.com

3. The successful message is displayed.

Disable Alerts

To disable an alert, perform the following steps:

1. From the Company Alerts page, select My Alerts and then click the Disable icon.

Alert Name Alert Type Last Sent Enabled Action
2 D
v 0E0

The successful message is displayed.
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Enable Alerts

To enable an alert, perform the following steps:

1. From the Company Alerts page, select My Alerts and then click the Enable icon.

Alert List

Showing[10 v| Alerts e

Alert Name Alert Type Last Sent Enabled Action

grm—
A transaction has occurred outside the country CompanyAdminEmail [N D
Available Balance Drops Below $X CompanyAdminEmail v m D
Percentage of Credit Limit CompanyAdminEmail v D

The successful message is displayed.

Delete Alerts

To delete an alert, perform the following steps:

1. From the Company Alerts page, select My Alerts and then click the Delete icon.

Alert List

Showing|10 v | Alerts. &

Alert Name Alert Type Last Sent Enabled Action

gr—
A transaction has occurred outside the country CompanyAdminEmail [N qgl
Available Balance Drops Below $X CompanyAdminEmail v a
Percentage of Credit Limit CompanyAdminEmail v D

2. A Notification message will be displayed asking you to confirm that you want to delete the alert. Click Yes to delete
the alert or click No to cancel the request.

Anotification! X

Are you sure you want to delete?

o
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Admin Management

IMPORTANT!
=>» Depending on your security rights, you may or may not see all the options shown in this guide.

Admin Security

Admin Security is a feature used to manage administrative user accounts, define the user roles and security access
levels, and associate them with an administrative level hierarchy. Admin security consists of a Profile and Roles for
each Admin user. The Profiles and Roles can be created at multiple levels in turn where the user can access multiple
levels at a single time based on the assigned access rights.

Note: Some Popular Card Manager features, links, or entry fields, may be associated with Admin User Rights and not accessible
unless those Rights have been enabled.

What is a security profile?

Profiles (Company and Non-Company) work like groups without security rights, which can be created at multiple
hierarchy levels. If you have multiple corps, you can set up a Profile for each corp or set up one Profile with all corps
included. Additionally, if you would like to customize messaging to Admin Users based on their area or responsibility,
you will need to set up additional Profiles.

An Admin user can create Company profiles using Corp and below level hierarchies. Consisting of single and multiple
levels. Profiles consists of sections which enables an Admin user to a hierarchy with Profile Details, Configure
Welcome Emails, Alerts and Configure Error Messages. Once a Profile is created, Admin users can be created
under that profile. An Admin user will also be assigned with Roles during the creation by assigning security access
rights.

What is a security role?

Roles (Company and Non-Company) are a set of security access rights. Security access rights grant users the ability
to perform certain functions within Popular Card Manager for the Profile that they are assigned to, including reviewing
and/or editing cardholder user information, providing customer support, reviewing reports, and more.

A Company Role and a Non-Company Role can be created at both single and multiple levels. The rights to these
roles have three status:

» Unassigned — The user will not have access to that right.

» Allow — The user will have access to that right.

» Deny — The user will not have access to that right.

Admin User Search

To search for Admin User, perform the following steps:

1. From the Home screen, click Admin Management > Admin User Search.

[
[ ]
Admin m

Management
Admin User Search
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2. The Admin Search screen is displayed. Enter the search criteria and click Search.

Admin User Search @

Company ID u Username u First Name
u Last Name Email Address
Manage Filters ~

Note:
»  All Admin Users that you have access to will be displayed in the Admin User Search Results before you
enter the search criteria. Search criteria only needs to be entered if you want to filter down the list.
»  You can click on the Manage Filters button to select the filters that you would like displayed.

The table below describes the search elements on the Admin Search page.

Element Description

Hierarchy Level Search by hierarchy level

User Name Search by user name

First Name Search by a user’s first name

Last Name Search by a user’s last name

Email Address Search by a user’s email address

Department Search by a department

Mail Code Search by mail code

User State Search by the user’s state

Postal Code Search by postal code / zip code

Company ID Search by a Company ID

User Status Search by the status of user(s): All, Active, Inactive, Deleted
Login Status Search by login status: All, Login Success, Login Failure
Login Date Search by login date: Equal To, Between, After, Before

The below table describes the icons available on the Admin User Search Results page:

Icon Description

= Manage Admin User
(& | Delete the Admin User
Y Download the Admin User Search Results
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Downloading the Admin User List

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the Admin User list, perform the following steps:

1. Click the Download icon in the Admin User Search Results section.

Admin User Search Results

Showmg{zs v| Admin Users -1 @ |

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @}

Configured Columns

B B

Downloading the Admin Login Report

The Admin Login Report shows a list of Admin logins by based on the criteria that you enter. To download the Admin
Login Report, perform the following steps:

1. From the Admin User Search page, click the Login Search Download button.

Admin User Search @

Company ID u Username u First Name
E Last Name Email Address
Manage Filters ~

2. The Login Search criteria page is displayed. Enter the criteria and click Download Search Results.

Admin User Search @

Company ID u Username u First Name
u Last Name Email Address

3. The Admin Login Search report will appear.
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The table below describes the search elements on the Login Search Download page.

Element Description

Hierarchy Search based on the hierarchy level

Username Search logins for a specific user name

Login Status Search for logins by status: All, Login Success, Login Failure
Login Date Search by login date: Equal To, Between, After, Before

Admin Profile

Search by the Admin Profile name.

View / Edit Admin Account Information

From the Manage Admin User page, you can:
» View and manage the Admin User’s status including locking, unlocking and deleting their security account

» Change the Admin User’'s password

» Lock and unlock their Admin account

To manage an admin user’s account, perform the following steps:

1. From the Admin User Search Results page, click on the Manage Admin User icon.

Admin User Search Results

Showing (25 v Admin Users

Username v First Name v Last Name v

User Profile Status(Locked / Unlocked) v

=)

Login Status v Actions

A Active

N.E Active

Success | B l

Success

2. The Manage Admin User screen is displayed.

The below table describes the elements that are available on the Manage Admin User page.

Element Description

Admin User Profile

Personal Info

User’s address and phone number

Auditing Info

» Created By
» Created Date
» Created Time
Updated By
Modified Date
Modified Time
Last Activity

Y V VY

Manage Admin User

Security Account Status

Shows the status of the user’s security account

Password Failures / Generate New Password

Shows the number of password failures

Inactivity Lock

Shows the status of the user’s inactivity lock

Admin Lock Shows the status of the user’s admin lock
Activity Summary
Actions Description of activity including the date and time

Modify Admin User

Hierarchy Details

Displays the hierarchy details

Profile

View and change the Admin User profile

Personal Information

Update the admin’s personal information:
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Element Description

Admin Roles Use the toggle buttons to assign security roles
Company Admin Roles Admin roles assigned to the user

Reporting Roles Reporting roles assigned to the user
Company Restrictions Company restrictions placed on the user
Company Profile Restrictions Company profile restrictions place on the user
IP Restrictions Enter IP restrictions

Account Restrictions Enter account restrictions

The below table describes the icons that are available on the Manage Admin User page.

Icon Description

Admin User Profile

B Emulate user

ﬁ Delete user

Manage Admin User Status

Security Account Status
ﬂ Delete Security Account
ﬂﬂ Unlock / Lock
Password Failure

(£ Change Password
Admin Lock

ﬂﬂ Unlock / Lock
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Updating Admin User’s Personal Information

You can update the Admin User’s personal information in the Personal Information section of the Manage Admin
User page.

Personal Information

Salutation Salutation Suffix
First Name. Middle Name: Middle Name Last Name:
Address Line 1 PO Box 362708 City
Address Line 2 State
Addre ne3 Postal Code:
Mail Drop: Mail Drop Tax ID: = Department Credit

Credit Limit:
Phone 1
Phone 2.

EmailAddress 1

EmailAddress 2: mail Address 2

Once you have made updates, click the Modify Admin User at the bottom of the page.

Update Account Restrictions

You can update the Admin User Account Restrictions in the Account Restrictions section of the Manage Admin
User page. To add or update the accounts that an Admin User has access to, enter the Account # in the Account
Restrictions and click the + button.

Account Restrictions

Account Number

Updating Admin Security Roles

You can update the Admin User’s Security Roles in the Security Roles section of the Manage Admin User page by
clicking on the toggle button for the security role that you want to enable/disable.

Admin Roles

. Company Business Administrator . Company Primary Administrator . Company User Administrator
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Emulate Admin User

To emulate an Admin User, perform the following steps:

1. From the Manage Admin User page, click on the Emulate User icon in the Admin Profile section.

Personal Info

Ariel
PR,
Auditing Info
Created By:
Created Date: 09/09/2020
Created Time: 08:12:46 AM
Updated By:
Modified Date 10/09/2020, 12716
PM
Modified Time: 1N:39:15 AM
Last Activity:
User

2. To end the emulation, click the user’'s name at the top of the page and then click End Emulation.

+ Y
Emulated by B

End Emulation (G***1)

/ﬁ‘ Company Search

Home

E Company Id u Company Name u Select Status v
r Manage Filters ¥

[ ] Company Search Results
-
Admin Showing [10 ¥| Companies
Management
Company ~ Company Name ~ Status Actions
00100320 TEST COMPANY Open 08000
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Delete an Admin User

There are two ways to delete an Admin User. You can delete an admin user from the Admin User Search Results
page or from the Manage Admin User page. To delete an Admin from the Admin User Search Results page, click
the delete icon.

Admin User Search Results

Showmg‘ZS V‘ Admin Users

Username v First Name v Last Name v User Profile Status(Locked / Unlocked) ¥ Login Status v Actions
A Active Success qgl
N.E Active Success B a

Unlocking Admin User Accounts

To unlock a user account, click the Unlock icon on the Manage Admin User page in the Manage Admin User
Status section. The user account is unlocked, and a confirmation message is displayed.

Changing Admin User Passwords

If an Admin User enters an incorrect password numerous times, the system locks the account the next time the user
tries to log on to the system. Each failure increments the failed count by one (until a successful log in is completed),
and on the first failure, the Reset Password Failures link is enabled on the Manage Admin User page. Once the
failure count exceeds the allowable threshold, the account shows as locked on the Manage Admin User page.

To change an Admin User’s password, perform the following steps:

1. From the Manage Admin User page in the Manage Admin User Status section, click on the Change Password
icon in the Password Failure row.

Manage Admin User Status

Activity Status Actions

Security Account Status Enrolled E
I Password Failures / Generate New Password (0] |

Inactivity Lock Unlocked

Admin Lock Unlocked

2. The Change Admin User Password section is displayed. Enter the following information in the Change Admin
User Password section and click Submit:
» New Password
» Verify Password — re-enter the password
» Change Reason — select the reason from the drop-down list
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Change Admin User Password

0 Back to Manage Admin User Status

New Password ‘ New Password @

Password Strength:

Verify Password: ‘m Password ®

Change Reason | Forgotten Password v

-

Note:  You can select a reason from the drop-down menu, or you can type a reason in the Reason field.
3. The Password is updated successfully.
Note:  The Admin User’s password can also be reset from the Account Details page under User Enrollment Details when
doing a Cardholder Search.

IMPORTANT!
= Be sure to alert the user of the password change. The new password must be used the next time this user
logs in to the system.

Locking Admin User Accounts

Admin Security allows you to lock and unlock administrative user accounts and prevent users from accessing the
website. To lock an Admin user’s account, perform the following steps:

1. From the Manage Admin User page in the Manage Admin User Status section, click on the Lock icon in the
Admin Lock row.

Manage Admin User Status

Activity Status Actions
Security Account Status Enrolled E
Password Failures / Generate New Password (0]

Inactivity Lock Unlocked

IAdmm Lock Unlocked |

2. Select the required option from the drop-down or you can type in a reason and click the check to save.

Manage Admin User Status

Activity Status Actions
Security Account Status Enrolled 0 B
Password Failures / Generate New Password (0] a
Inactivity Lock Unlocked

Admin Lock Unlocked u

Note:  You can click the X to cancel the request.
3. The User has been locked message will be displayed.

Note:
»  If you do not have access to this feature, the Lock icon will not display.
» Each time a user account is locked or unlocked, the event is logged into the system.
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Inactive Admin User Lock/Unlock Process

Deactivation of admin users after 90 days of inactivity is required under the FIS Password Management policy
and PCI. The Inactive Admin User Lock process identifies the admin user as Locked for Inactivity and includes
an option for the Security Administrator to remove the status from the user account.

An admin user that attempts to log into his or her account after being locked by the Inactive Admin User will
receive an error message. If a Security Administrator removes the Locked for Inactivity status from the account,
the Admin Activity Report and the Admin User Activity Summary lists an entry, including date, time, and
Administrator that processed the change.

Unlocking/Locking an Admin’s Security Account

The Unlock Security Account feature is available to the Security Administrator when the user locks his or her
security account by failing authentication during login, (Out of Band Challenge by Phone, Text, or Email) four
times consecutively, or if the answers to the Security Question are incorrectly answered four times during the
Forgot Password self-service process. When the account is no longer locked, the option is displayed, but
disabled. To lock or unlock an admin’s security account, perform the following steps:

1. From the Manage Admin User page in the Manage Admin User Status section, click on the Lock/Unlock icon in
the Security Account Status row.

Manage Admin User Status

Activity Status Actions
ISccur ty Account Status Enrolled = I

Password Failures / Generate New Password 0o

Inactivity Lock Unlocked

Admin Lock Unlocked

The below table describes the icons available for User Security Account Status:

Icon Description

(& | Delete the user’s security account
BB Lock/Unlock the user’s security account
=) Get security account history
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Deleting an Admin’s Security Account

The Delete Security Account feature is used by the security admin if the user has forgotten the answers to
their security questions and needs to change them. When the security admin deletes the Admin User’s Security
Account, the Admin user will be asked to set it up again during their next login. When the Security Account has
been deleted, the Delete Security Account option will be displayed, but disabled.

Manage Admin User Status

Activity Status Actions
Security Account Status Enrolled | IE
Password Failures / Generate New Password (0]

Inactivity Lock Unlocked

Admin Lock Unlocked

View Admin Security Account History

A history of actions performed by Admins on an account is tracked for auditing and viewable based on Admin rights.
For example, if an Admin User emulated a cardholder to view account information or added a new payment account
for the cardholder, this information is displayed in the Activity Summary.

1. From the Admin User Search page, search for the Admin and click the Manage Admin User icon.

Admin User Search Results

Showing (25 v| Admin Users E]

Username v First Name v Last Name v User Profile Status(Locked / Unlocked) v Login Status v Actions

NE Active Success B

2. The Manage Admin User page is displayed. Click the Get Security Account History icon.

Manage Admin User Status

Activity Status Actions
Security Account Status Enrolled | a I
Password Failures / Generate New Password (0]

Inactivity Lock Unlocked

Admin Lock Unlocked
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Admin Activity Summary

Admin Activity Summary can be viewed on the Manage Admin User page.

Manage Admin User Status

O _Back to Admin User Search

Activity Status Actions
Security Account Status Enrolled E
Password Failures / Generate New Password (o]
Inactivity Lock Unlocked
Personal Info Admin Lock Unlocked
A
{ 4 \
Activity Summary
Auditing Info
Result Per Page | 5 V‘ Activities El
Created By:
Created Date; 09/09/2020
Created Time: 08:12:46 AM Actions v Action Admin ¥ Target Admin v Date/Timev
Updated By:
Emulate Admin User 10/09/2020,1:27:16 PM
Modified Date: 09/14/2020
Modified Time 11:3915 AM Changed Password 09/25/2020, 1:2718 PM
Last Activity: Login 09/25/2020,1:2718 PM
User
Successful OOB Email 09/25/2020, 1:26:52 PM
Failed OOB Email 09/25/2020, 1:26:34 PM
Showing 1- 5 ( 61) Results n 2 3
\ /,

Download Admin Security Account History

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
» Text (tab spacing) format
To download the Admin Security Account History, click the Download icon in the Activity Summary Section.

1. Click the Download icon in the Activity Summary section.

Activity Summary

Result Per Page Activities

ke

2. Click on the format option that you want and save the file to a specified location on your computer.

BeEm L]
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Security Roles
IMPORTANT!

=>» Depending on your security rights, you may or may not see all the options shown in this guide.
Search Roles

To search for a security role, perform the following steps:

1. From the Home screen, click Admin Management > Admin Roles.

[
[ ]
Admin
Management am
Admin User Search

L)
v
Data Analytics Admin

Profiles

[
a0
Admin

Roles

2. The Role Search Results screen is displayed. Enter the search criteria and click Search. The results are
displayed.

Role Search @ English~

pel

Search Q
Role Search Results ~
Showing 25 v| Role Results E]
Role Name + Admin Users » Actions
Company Business Administrator 2 %]
Company Primary Administrator 3
Company User Administrator 1 (%]

Note:  All roles that you have access to will be displayed in the Role Search Results before you enter the search criteria.
Search criteria only needs to be entered if you want to filter down the list.

The below table describes the search elements on the Role Search page.

Element Description

Profile Name The name of the profile
Hierarchy Hierarchy level

The below table describes the icons available in the Role Search Results section:

Icon Description

= Edit role
(1w | Delete role
asi View users assigned to the role
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Download Security Roles List

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the list, perform the following steps:

1. Click the Download icon in the Role Search Results section.

Reporting Role Search Results

Showing |25 V| Role Results n

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @}

Configured Columns

[ = G

View Admin Users Assigned to a Role

To view users assigned to a role, perform the following steps:

1. From the Role Search Results, click the View User icon.

Reporting Role Search Results ~

Showing Role Results

System ¥ Association v Corporation v Institution v Reporting Role Name v Admin Users v Created By v Modified By v Actions
B2K 82 8 H Fl Expense Reports o 8_0 =
B2K 82 8 H Company Expense Reports 1 8_0 ﬂ
N /

2. The Admin Users page is displayed. You can view the user information by clicking the Manage Admin User icon.

Admin Users
Showing |10 ¥| Admin Users E]

Role Name
First Name ~ Last Name ~ Username ~ Actions
The below table describes the icons available on the Admin User page:
Icon Description
= Manage admin user
Page | 131

© 2020 Fidelity National Information Services, Inc and its subsidiaries. All rights reserved worldwide. This document is protected as a trade secret and under the
copyright laws as the property of Fidelity National Information Services, Inc. Copying, reproduction, or distribution to third parties is strictly prohibited.

© 2020 Popular Bank. Member FDIC.



Admin User Guide % POPULAR.

Downloading the Admin Users Assigned to a Role List

You can download the search results to the following formats and financial software programs:
> Excel/Spreadsheet (.csv) format
> Excel
> Text (tab spacing) format

To download the list, perform the following steps:

1. Click the Download icon in the Admin User section.

Admin Users

Showing Admin Users

2. Click on the format option that you want and save the file to a specified location on your computer.

All Columns @}
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