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Introduction

This Guide provides instructions for the registration, activation, and use of the Soft
Token authentication solution. It explains how Soft Tokens function within Popular
Business Access (PBA), the steps required for their enrollment and activation, and the
authentication process used to securely access the system and authorize transactions.
In addition, it provides information to help customers assign Soft Tokens to their
authorized users, obtain additional support, and understand how the authentication
mechanism works.

Prerequisites

Before activating a Soft Token, make sure that:

D A Soft Token license has been assigned to the user.
D The user has been granted access to Popular Business Access (PBA).

D The Popular Business Access mobile application is installed on the user's
mobile device.

D The user has received the activation email containing instructions to complete
the enrollment process.

D The user's email address and mobile phone number are current and available
for authentication and activation purposes.
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Soft Token Registration

Follow the registration steps to activate Soft Token using QR code or activation password,
then create PIN and enable biometrics.

Soft Token Registration with Biometrics

1. To begin the registration process, the Users must have been assigned a Soft Token license.
Once the license has been assigned, the Users will receive an email notifying them that the

process has started, along with the credentials required to access Popular Business Access
(PBA).

This email will provide a link to Popular Business Access online banking
platform and initial instructions for registering and activating the Soft Token.

Maneja tus cuentas comerciales con mayor facilidad
Englich version. \er este correo en el navegador.

Activa tu acceso seguro a
Popular Business Access

(1R

Estimado cliente comercial:

Recientemente se te asigné un soft token en la plataforma de Popular
Business Access (PBA). Este te permitira autenticarte y autorizar
transacciones de forma seguras a través del app.
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2. Before continuing, you have to access the Popular Business Access online banking website
and download and configure the mobile application.

FDIC roicinsured - Backed by the full faith and credit of the U.S. Government
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Login ID
‘ ‘ Login 1D
rel
Password
‘ Show ‘ Remember me
Forgot your password?
() Rememer me

T [T

ace ID
Forgot your password?

Contact Us Locations Privacy Policy Help

3. When login into the Desktop, the platform will require you to ensure to have logged into
the mobile app.

FDE FDIC-Insured - Backed by the full foith and credit of the U.S. Government
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SOFT TOKEN REGISTRATION

To continue with the login process you need to register your online banking mobile app
first. Please download the app on the app stores and login before you move forward.

Back
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4. Log in through the Mobile Application. When logging in into the Mobile Application, the
platform will require you to ensure you have logged into the Desktop app.

FDIC-Insured - Backed by the full foith and credit of the
U.S. Government

Soft Token Registration

To continue with the registration process you need
to start a online banking session on your desktop.
Please login on the desktop session before you
move forward.

Back

5. In both versions, click Next.

a. The Desktop platform will display the QR Code screen. This screen
will also display a unique password.

FDIC FpiCInsured - Backed by the full faith and credit of the U.S. Government
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SOFT TOKEN REGISTRATION

Please scan this QR Code image or input the password below on your mobile app to
activate it.

E1ZWh2)8
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b. In the Mobile App, the platform will display the options to Scan
QR Code, Type password and Back.

wll T @

FDIC-Insured - Backed by the full faith and credit of the
U.S. Government
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SOFT TOKEN REGISTRATION

Please choose one option to activate your mobile
app as a token

Scan QR Code
Type password

Back

6. Press the Scan QR Code button in the Mobile Application to continue registration. This will
enable the camera to scan the QR Code displayed on the Desktop.

7. Once the scanning of the QR Code is successful, the platform provide a field to complete
a 4-digit PIN in Mobile Application. This PIN is unigue only for Soft Token Authentication.

O

Soft Token Registration

Please setup your 4 digit PIN for unlocking
your soft token

Set PIN

Confirm PIN

-

.
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8. Once the PIN is entered and registered successfully, the platform will require you to use
the device’s native biometrics such as fingerprint or facial recognition.

FDIC FDIC-Insured - Backed by the full faith and
credit of the U.S. Government
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Soft Token Registration

Do you wish to setup Biometrics for unlocking
your soft token?

9. Upon confirmation, the platform will successfully register the device as a Soft Token
registered device.

FDIC FDIC-Insured - Backed by the full faith and
credit of the U.S. Government

Soft Token Registration

Your mobile app has been successfully
activated!

10. Upon successful registration, the platform will request to Authenticate as a first time login
validation.
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Soft Token Registration with Password

Should you encounter difficulties with the camera, the platform will allow you to register the
device with a unique password.

Complete previous steps 1to 5 from the Soft Token Registration with Biometrics.

6. In Desktop, the screen displaying the QR Code will also display a password. This password
is unique for the users’ Soft Token registration.

FDIC FoiC-insured - Backed by the full faith and credit of the U.S. Government

SOFT TOKEN REGISTRATION

Please scan this QR Code image or input the password below on your mobile app to
activate it.

E1ZWh2J8

7. Press the Type password button in the Mobile App to continue registration. A screen will
be displayed in the Mobile App to input the password.

10:24 o @

FDIC FDIC-Insured - Backed by the full faith and credit of the
U.S. Government

SOFT TOKEN REGISTRATION

Please input the password displayed on your
desktop online banking:

Input password here ’

Back
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8. Once the password entered is successful, the platform will prompt you to complete a
4-digit PIN in Mobile Application. This PIN is unique only for Soft Token Authentication.

O

Soft Token Registration

Please setup your 4 digit PIN for unlocking
your soft token

Set PIN

Confirm PIN

PR
| |

S

I

9. Once the PIN is entered and registered successfully, the platform will require you to use
the device’s native Biometrics.

FDIC FDIC-Insured - Backed by the full faith and
credit of the U.S. Government

Soft Token Registration

Do you wish to setup Biometrics for unlocking
your soft token?
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10. Upon confirmation, the platform will successfully register the device as a Soft Token
registered device.

FDIC FDIC-Insured - Backed by the full faith and
credit of the U.S. Government
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Soft Token Registration

Your mobile app has been successfully
activated!

1. Upon successful registration, platform will request to Authenticate as a first-time login
validation.

Mobile Application Authentication

Authenticate with biometrics or PIN to access the Mobile App.

1. Once logged into the mobile app, it will ask for authentication. It will automatically scan
Biometrics, if you have enabled the functionality.
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2. If you have not configured the device for Biometrics, the Mobile App will prompt you
to enter the PIN.

>

Authentication

Please enter your 4 digit PIN for unlocking
your soft token

Enter PIN

|

3. Once the information is registered successfully, the system will authenticate and allow you
to continue to Popular Business Access.

Desktop Application Authentication
Sign in and approve authentication requests using the Soft Token Mobile App.

1. Enter the credentials into Desktop.

FDIC roicinsured - Bocked by the full faith ond credit of the U.S. Government
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Login ID

Password

I [ — Show

D Remember me

Forgot your password?

Contact Us Locations Privacy Policy Help
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2. If you have a Hard Token and Soft Token, the platform will ask you to select which option
to proceed with.

FDIC FoiC-insured - Backed by the full faith and credit of the U.S. Government

TOKEN TYPE SELECTION

To continue with the login process please select which token authenticator type you

want to proceed with.

Hardware token Software token

Back

3. With Soft Token, the platform will present the QR Code to scan.

FDIC r0iCInsured - Backed by the full faith and credit of the U.S. Government

TOKEN AUTHENTICATION

Scan the Authentication Image below to confirm your identity

Click here for a One Time Passcode

4. In the Mobile App, navigate to the Menu and upon selecting the Administration menu
option, on top of the screen you will see the Transaction Authentication section.
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Money Movement

Administration

Reports & Documents

= _ TRANSACTION AUTHENTICATION
= Account Services

Administration -8 Transaction Authentication Form
S 25 SN V' Soft Token Transaction
I s Authentication/Signing Form

<+ Content Hub

COMPANY ADMINISTRATION

> Logoff

02 uUsers

Manage permissions for transactions,
features & accounts per user role

O  User Roles

Manage User Roles

Company Policies
Manage permissions for transactions,
features & accounts at a company level

@ (& $s =
ow

3 AcTviTy TRANSFER MENU

5. Select the Transaction Authentication Form.

6. The Transaction Authentication will provide you with three options:
* Scan QR Code.
* Generate OTP.
* Change PIN.

FDIC-Insured - Backed by the full faith and
ch credit of the U.S. Government

Authentication Form

Use this form to perform soft token actions

m Scan QR Code
Use this action to scan a QR Code >
image displayed on your desktop
online banking

[7(]) Generate OTP
Use this action to generate a One- >
Time Password and authenticate

yourself on desktop

2 Change PIN

(& SWwne :
Change your current soft token >
unlocking PIN
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7. Select Scan QR Code and the Mobile App will automatically enable the camera to scan
the QR Code and, once successful, it will then request you to add Biometrics or PIN for
Authentication.

8. Upon successful Authentication, you can navigate Popular Business Access.

Transaction Authentication
Approve transactions securely using the Soft Token.

Transaction Authentication in Mobile

1. Once completed and ready to submit transaction, Mobile App will prompt to scan
Biometrics for transaction authentication.

2. If you have not configured the device for Biometrics, the Mobile App will prompt you
to enter the configured PIN.

>

Authentication

Please enter your 4 digit PIN for unlocking
your soft token

Enter PIN
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3. Once successful, the transaction is authenticated and approved.

©

Transaction Approved

View In Online Activity

Close

Transaction Authentication in Desktop

1. You will need to log into the Mobile App to perform the transaction authentication in
Desktop.

In Desktop, once completed the transaction, a pop-up screen will present the QR Code to
scan when submitting the transaction in the Desktop version.

FDIC #DiCInsured - Backed by the full faith and credit of the U.S. Government

N
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TOKEN AUTHENTICATION

Scan the Authentication Image below to confirm your identity

Click here for a One Time Passcode
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3. In the Mobile App, navigate to the Menu and select the Administration menu option, on
top of the screen you will see the Transaction Authentication section.
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Administration

) Reports & Documents
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= Account Services

6%  Administration

-8 Transaction Authentication Form
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Authentication/Signing Form

<+ Content Hub

G Legof COMPANY ADMINISTRATION
> Log
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Manage permissions for transactions,
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O  User Roles
Manage User Roles
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Manage permissions for transactions,
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4. Select the Transaction Authentication Form.

5. The Transaction Authentication Form will provide you with three options:
* Scan QR Code.
* Generate OTP.

« Change PIN. FDIC-Insured - Backed by the full faith and
g ch credit of the U.S. Government

Authentication Form

Use this form to perform soft token actions

m Scan QR Code
Use this action to scan a QR Code >
image displayed on your desktop
online banking

[7(]) Generate OTP
Use this action to generate a One- >
Time Password and authenticate
yourself on desktop

2 Change PIN

(& SWwne :
Change your current soft token >
unlocking PIN
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6. Select Scan QR Code and the Mobile App will automatically enable the camera to scan
the QR Code and, once successful, it will then request you for the Biometrics or PIN for

authentication. After the authentication, the transaction will be authorized and
completed.

©

Transaction Approved

View In Online Activity

Close

Transaction Authentication in Desktop using OTP
If you are confronting difficulties with the camera on their devices, you can enable the
One-Time Password.

1. In the Desktop version, when authenticating a transaction or authorizing a functionality,

the Token Authentication screen will display a link Click here for a One-Time Password.

FDIC rDiCinsured - Backed by the full faith and credit of the U.S. Government
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TOKEN AUTHENTICATION

Scan the Authentication Image below to confirm your identity

I Click here for a One Time Passcode I
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2. In the Mobile App, navigate to the Menu and select the Administration menu option, on
top of the screen you will see the Transaction Authentication section.
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3. Select the Transaction Authentication Form.

4. The Transaction Authentication Form will provide you with three options:
* Scan QR Code.
* Generate OTP.

® Change PIN. FDIC fD/Clnsured - Backed by the full faith and
credit of the U.S. Government

Authentication Form

Use this form to perform soft token actions

@ Scan QR Code
Use this action to scan a QR Code >
image displayed on your desktop
online banking

[’c]) Generate OTP
Use this action to generate a One- >
Time Password and authenticate

yourself on desktop

21 Change PIN

[ T ,
Change your current soft token >
unlocking PIN
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5. Select Generate OTP and the Mobile App will automatically request the Biometrics or PIN
for authentication.

6. Upon successful authentication, the Mobile App will successfully display the OTP code.

Success

Your One-Time Password was created:

442671

Close
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Frequently Asked Questions

Refer to common questions regarding activation, PIN resets, new devices, and lost devices.

Can | register more than device?
Yes, you may register up to 3 devices in total per user registered for Soft Token. You may
make the request to the CSR. The Admin User may be able to also perform this request.

What if my device gets reset or if | delete the Mobile Application?

You may request to register the device again. Ensure that you have not reached the 3 Device
Limit. If the Limit is reached, a previous registered device must be removed prior to
proceeding.

May | use a Hard Token and a Soft Token at the same time?
You may have a Soft Token and Hard Token registered. However, the system will only allow
the user to use one authentications mechanism at a time.

If | remove the Hard Token will | lose the Soft Token as well?
No. The Soft Token and Hard Token are separate items assigned to a user.

Is there a limit of Soft Tokens | can use?
While you can have multiple users with Soft Tokens, each user is assigned only one license
that may be used with up to 3 Devices.

What if | bought a new device and needed to remove an old one?
You can manage the devices registered as Soft Tokens. In this section you may remove
previous devices that you will not use.
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Troubleshooting

Resolve common issues such as QR scanning failures, invalid activation codes, or
connectivity problems.

D If there is an issue registering a device, the platform will allow you to continue
from the previous point that was saved. If necessary, you can request to
register the same device again.

) If the authentication fails upon scanning the QR Code, you may use the OTP
as an alternative.

D If the authentication fails, you may retry the authentication process.
) If you attempt to authenticate at the same time in two versions, the platform

will only approve the first transaction entered and will require you to resend
the authentication for the second transaction.

Security Best Practices

Protect your personal identification number (PIN), always keep your device secure, and
carefully review every authentication request before approving it. Never share your credentials
with others and report any suspicious or unexpected activity immediately to help safeguard
your account and company information.

Support & Assistance

For additional assistance, you may contact the Commercial Support Center at 787-756-3939
or 1-855-756-3939, available Monday through Friday, from 8:00 a.m. to 5:00 p.m.



